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We are thrilled to present to you, the seventh edition of the 

SQLServerGeeks Magazine, January 2022. And yes, wish you, our 

reader, a very happy, prosperous, healthy & wealthy new year!!!  

 

In this edition, we bring you the best of SSG Magazine content from 

2021. Massive thanks to Warner Chaves, Martin Catherall, 

Josephine Bush, Raj Pochiraju, Erland Sommarskog & Bob Ward. 

There’s intriguing content on Bulletproofing Your RTO and RPO, SQL 

Server and JSON, How to Audit SQL Server For Free, SQL Server 

Estate Migrations, A Tip About Packaging Permissions in Stored 

Procedures & Introducing SQL Server 2022. 

We are skipping the hands-on-lab for this edition to accommodate 

the “best of 2021 content”. You shall find a new lab in Feb 2022 

edition. 

Hope you are aware that you can watch DPS 2021 recordings here. 

And access the Training Class recordings here. (By the way, you can 

also access DPS 2020 Training Class recordings here). 

Another SQL Family member passed away recently: Euan Garden 

worked as a Principal Group Program Manager with Microsoft for 

the past 20+ years. Many remember him as a very inspiring and 

brilliant person. Our thoughts are with his family and, we hope they 

get the strength to cope with the loss. 

We love to hear from you and make improvements to the magazine. 

Make sure to give us your feedback so we can continue to provide 

quality content, well-curated to your interests. If you are interested 

in writing an article for the magazine, do let us know. Write to us at 

Magazine@SQLServerGeeks.com 

Help us spread the word. Ask your friends and colleagues to 

subscribe to the magazine. 

From all of us at SQLServerGeeks, we wish you a pleasant read. 

Happy Learning. 
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SQLServerGeeks Team 
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f you are a DBA then you are surely familiar with the terms Recovery Time Objective (RTO) and 

Recovery Point Objective (RPO). These terms have been used for decades to define service level 

agreements for IT systems all around the world. 

Relational database systems such as SQL Server provide mechanisms to configure, manipulate and 

control the behavior of your database system so that you can meet your RTO and RPO requirements. 

This is not a new topic and so you must be thinking to yourself that you already know everything about 

it and I’m beating on a dead horse. However, I recurringly run into incidents where everyone thought 

the RTO and RPO would be easily met and it ended up being missed. Sometimes by a very large margin.  

To this effect, I decide to compile some of the cases and scenarios to watch out for when working with 

SQL Server and Azure SQL Db to make sure that when you commit to those RTO and RPO requirements, 

you will be able to meet them guaranteed! 

RTO 
Let’s start with RTO. This one is all about how fast you can get back in business and that is why it’s 

defined as a time objective. For production systems this could be hours down to seconds and for non-

production systems it could be hours, sometimes even days. To meet the RTO you will implement not 

only a backup strategy but also a High Availability (HA) and Disaster Recovery (DR) strategy if 

necessary. 

Restore Testing 
If you depend on your backups completely for your RTO, then at the very least you need to have a 

restore testing strategy. There are many ways to go around this: 

1. Restore job that refreshes a development copy. 

2. Restore job into some other idle infrastructure like a DR server. 

3. An automatic process that boots up or creates a VM, runs the restore test then powers down. 

Ideally the restore should also include a consistency check to cover all the bases and make sure the 

data is 100% recoverable. 

An important recommendation I often make is to test different restore file sequences to see which 

one leads to the fastest recovery. For example, Full + Diff + Logs versus Full + Logs. 

I 

Bulletproofing 
Your RTO and RPO 
Warner Chaves |     @warchav 
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Even though usually the least files to restore means less time, it might not necessarily be so and 

different file types with the same amount of files to apply will also give you different times. Restore 

time depends on the sizes of the backups and the number of operations done during the timespan 

covered by those files so there is always some level of uncertainty. For this reason, I still recommend 

you test the different restore file sequences to figure out which one will be the fastest and do it on a 

regular schedule. 

Now you might be thinking, I have an HA configuration and I don’t depend on my backups for my RTO, 

I have a cluster and multiple nodes, etc. In this case you still need to be mindful of your backup-based 

RTO because what happens if someone either maliciously or accidentally deletes data or drops a 

table? Your Availability Group will immediately replicate this destructive change to the rest of the 

cluster! And back to the backups you will have to go. 

Crash Recovery Testing 
The other common event that will test your RTO is when something unexpected happens to your SQL 

Server instance or Availability Group. Then SQL Server runs crash recovery and you might be waiting 

for a long time to have your database 100% available because recovery is taking longer than expected. 

This can happen when: 

1. The SQL Server instance is restarted. 

2. A SQL Server Failover Cluster Instance fails over. 

3. An Availability Group fails over. 

4. A long transaction is cancelled. 

I have seen this happen countless times. For example, a DBA will have a two-node Availability Group 

and set them to synchronous replication and so they think that any failover will be near instantaneous 

and have extremely low RTO. Unfortunately, this is not the case at all, as the synchronous process only 

guarantees remote log hardening, not actually replaying the log. If there are a lot of operations to be 

replayed, you will still be waiting. 
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Now in SQL Server 2019 and Azure SQL Db, Microsoft introduced Accelerated Database Recovery. This 

is a new feature that changes the recovery process of SQL Server databases to dramatically accelerate 

the time for the database to be 100% available. However, even though it is a dramatic improvement 

over previous versions, you should still test and monitor your fail-overs to make sure you meet your 

RTO, even with Accelerated Database Recovery enabled. 

Azure SQL Db RTO 
Azure SQL Db offers both backup recovery as well as HA/DR options that can assist in meeting RTO. 

For backup options you can do local backup as well as geo-restore backups in a paired Azure region. 

Local backups are a size-of-data operation so the time to restore will depend on your database size. If 

you are using the newer Hyperscale model then it’s not a size of data operation but a few minutes 

regardless of the size. For either case, I still suggest to do tests regularly to get a good idea of timings. 

If you are using the Auto-failover-group capability then you need to be aware that Microsoft will not 

automatically failover your databases at the first sign of an issue but it can take up to 1 hour of 

continuous outage before they trigger the failover. If this is not acceptable for your requirements then 

you need to roll your own monitoring and do your own manual failover if needed. 

One final gotcha is that Microsoft offers a 30 second database failover when invoked by the user but 

this is not backed by a formal SLA except when running the Business Critical tier of Azure SQL Db. 

The following table summarizes these options: 

Recovery method RTO 

Geo-restore from geo-replicated backups 12 h 

Auto-failover groups 1 h 

Manual database failover 30 s 
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RPO 
Recovery Point Objective is the amount of data in terms of time that your SLA allows to be lost in the 

event of an outage. Unlike RTO, the RPO is usually measured in smaller units could be hours down to 

seconds. Most DBAs will implement their RPO with a combination of log backups as well as HA/DR 

technologies that continuously replicate database operations. 

The biggest gotcha in understanding RPO is that it is not only about being able to recover to the last X 

minutes or seconds but also about recovering to a specific point in time in the backup history that is 

considered “active” by the business. Going back to the example of someone maliciously or accidentally 

doing data changes, your last log backups happening at a high frequency will not protect you if the 

change happened a few days ago and you already deleted those log backups to save on backup 

storage. 

Monitor Backup Time 
Controlling the backup RPO is also not about simply setting the log backup schedule. It is also about 

making sure that the log backups are always able to meet their frequency. For this I recommend 

setting up monitoring jobs that track and baseline how long the backup jobs are taking, as well as alert 

when a backup job runs longer than expected. 

 

In the image above, even though the schedule is every 15 minutes, the 3pm run of the backup does 

not happen because the 2:30 job is still running and it will not get triggered again until 3:30. RPO would 

not be met in case the server had an irrecoverable problem in the middle of this backup run. 

Availability Groups 
For some requirements, the RPO of log backups is not sufficient and a technology like Availability 

Groups is implemented to provide an even smaller RPO. The usual configuration is to have log backups 

running as well as one or more synchronous replicas of the primary database.  

Bulletproofing Your RTO & RPO (Page 4 of 6) 
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In the configuration above, the system is taking log backups every 15 minutes and keeping one sync 

copy with the primary. The biggest danger to your RPO here is that any type of issue stops the 

synchronous replication and leaves you open for data loss. This can happen for multiple reasons but 

the most common one is that temporary network issues disconnect the nodes and then the 

application continues to perform changes on the primary while the backlog of changes to apply to the 

secondary keeps growing. As an added issue, if the log starts to grow due to records accumulating, 

your log backups will start taking longer and possibly slide over your RPO time window. 

A common misconception is that in a synchronous two node cluster, if the secondary replica is 

disconnected, the primary SQL Server will simply stop accepting changes (sacrificing availability for 

RPO) but that is not the case. I recommend having robust Availability Group monitoring in place either 

via 3rd party tools or home-grown scripts to detect these issues. 

Azure SQL Db RPO 
In terms of RPO, Azure SQL Db takes log backups every 5 to 10 minutes, depending on the compute 

size and the amount of database activity. Based on the geo-restore RPO we can see that backup files 

must be shipped between paired regions at least once every hour. And similar to the RTO, the RPO 

SLA only applies to Business Critical tier. In order to maintain this SLA Microsoft has throughput limits 

on the log to guarantee that the replica never falls to far behind. 

Here is the summary for Azure SQL Db RPO: 

Recovery method RPO 

Geo-restore from geo-replicated backups 1 h 

Auto-failover groups 5 s 

Manual database failover 5 s 
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Conclusion 
When you are in charge of data you must take that responsibility with the level of seriousness that it 

truly requires. Guaranteeing specific levels of RTO and RPO are part of this responsibility and you need 

to do everything in your power to make sure you can meet them. These cases and scenarios shared 

here can help you cover some gaps in your general strategy so that you are never caught off-guard. 

And remember, even if you are in the managed Azure SQL Db cloud offering, you should still verify 

your configuration and test your procedures to make sure your RPO and RTOs are being met. Thanks 

for reading! 

 

 

 

About Warner Chaves 

Warner is a SQL Server MCM, Microsoft Data Platform MVP and Principal 

Consultant at Pythian.  

 

 

 

Non-Tech World of Warner Chaves 

Warner is originally from Costa Rica, currently living in Canada with his wife, daughter and a small 

bulldog called Gizmo. 
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t was a huge honour to be asked to write a piece for data platform geeks – and I pondered a subject 

for a while. 

Over the years SQL Server has introduced several pieces of functionality that have really benefited 

users – with the vast majority having good uptake. One of the things that I love about Microsoft 

products is that when they see their users actively using a feature, they give that feature a bit of extra 

care and attention based on feedback from those users. 

One of the recent features that I’ve found myself using more times that I initially suspected is JSON – 

or JavaScript Object Notation, to give it it’s full name. 

The ability to manipulate JSON inside SQL Server first appeared in the 2016 release. As you are 

probably already aware, JSON is a open standard file format for data interchange. 

My initial thoughts on this was that it might be similar to the XML integration that SQL Server has had 

since 2005 – although that’s pretty robust, it can take a lot of learning. 

That hasn’t been my exp experience with JSON. While there was obviously some learning involved I 

thought that it was quite intuitive and – if you have experience with any other JSON parser – very easy 

to get started. 

Let’s dive in and have a look. 

Firstly – and perhaps initially surprisingly, there is no JSON data type in SQL Server. It’s just a plain old 

text string. 

However, SQL does give us a method of checking that the string is valid JSON 

SELECT ISJSON(N' 
{ 
    "configuration_id": 101, 
    "name": "recovery interval (min)", 
    "value": 0, 
    "minimum": 0, 
    "maximum": 32767, 
    "value_in_use": 0, 
    "description": "Maximum recovery interval in minutes", 
    "is_dynamic": true, 
    "is_advanced": true 

I 

SQL Server 
and JSON 
Martin Catherall |     @MartyCatherall 
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} 
') AS [Is Valid Json]; 
GO 
SELECT ISJSON(N'I love data platform geeks') AS [Is Valid Json]; 
GO 

This means that if we decide to store JSON in a column we can introduce a column constraint to ensure 

that the text we are inserting is in fact valid JSON 

So, let’s create a database to play with, along with a table that has a column to store valid JSON 

USE tempdb; 
GO 
 
IF EXISTS (SELECT 1 FROM sys.databases AS dbs WHERE dbs.[name] = 
'JSONForSQLFolks') 
    BEGIN 
  ALTER DATABASE JSONForSQLFolks SET SINGLE_USER WITH ROLLBACK 
IMMEDIATE; 
        DROP DATABASE JSONForSQLFolks; 
    END 
GO 
CREATE DATABASE JSONForSQLFolks; 
GO 
USE JSONForSQLFolks; 
GO 
CREATE TABLE dbo.JdataWithCheck 
( 
    SomeJSONData NVARCHAR(MAX) NOT NULL 
        CONSTRAINT CheckJSON CHECK (ISJSON(SomeJSONData) = 1) 
); 
GO 

Also, if we want to retrieve valid JSON from the database, then we have some syntax that we can use 

directly for that 

FOR JSON AUTO 

FOR JSON PATH; 

Let’s have a look at those 

FOR JSON AUTO is pretty straightforward. 

In this example, we’ll simply pull back some data from the sys.configurations table 

SELECT 
     [Configuration_Property.configuration_id]    = C.configuration_id 
    ,[Configuration_Property.Configuration name]  = C.[name] 
    ,[Configuration_Property.Value]               = C.[value] 
    ,[Configuration_Property.minimum]             = C.minimum 
    ,[Configuration_Property.maximum]             = C.maximum 
    ,[Configuration_Property.value_in_use]        = C.value_in_use 
    ,[Configuration_Property.description]         = C.[description] 
    ,[Configuration_Property.is_dynamic]          = C.is_dynamic 
    ,[Configuration_Property.is_advanced]         = C.is_advanced 
FROM 
    sys.configurations AS C 
ORDER BY 
    C.configuration_id 
FOR JSON AUTO; 

SQL Server and JSON (Page 2 of 4) 
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You might notice that SSMS just brings back the column as a standard text column – which it is. Doble 

clicking on the column will show us the string in a new tab. It’d be nice if this formatted the JSON. 

This experience is much nicer in Azure Data Studio – Where clicking on the returned column will open 

a new window with the JSON nicely formatted. 

FOR JSON PATH Will give us a little more control over the format of the JSON document. Notice in the 

example below, we have chosen to format the JSON slight differently – by simple naming. 

SELECT 
     [Configuration_Property.configuration_id]    = C.configuration_id 
    ,[Configuration_Property.Configuration name]  = C.[name] 
    ,[Configuration_Property.Value]               = C.[value] 
    ,[Configuration_Property.minimum]             = C.minimum 
    ,[Configuration_Property.maximum]             = C.maximum 
    ,[Configuration_Property.value_in_use]        = C.value_in_use 
    ,[Configuration_Property.description]         = C.[description] 
 ,[Configuration_Property.is_dynamic]       = C.is_dynamic 
    ,[Configuration_Property.is_advanced]         = C.is_advanced 
FROM 
    sys.configurations AS C 
ORDER BY 
    C.configuration_id 
FOR JSON PATH; 

Ssf 

Having, touched on some of the simpler aspects of JSON inside SQL Server, we’ve set the stage to now 

get more advanced. 

Hopefully you enjoyed this and if you’d like to read more then please just let me know. 

Cheers 

Marty 

 

@MartyCatherall 

martin@martincatherall.com 
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Questions?  Comments?  Talk to the author today. Martin Catherall on Twitter. 
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Hotfix: JDBC Driver 9.4.1 for SQL Server Released 

Announcing new features for the SQL IaaS 
Agent Extension! 

How to create Linked server from SQL Server to 
Azure SQL Database 

Released: Public Preview for SQL Server Management 
Packs (7.0.33.0) 

Released: SQL Server 3rd Party Backend for Django v1.1 

Early technical preview of JDBC Driver 10.1.0 for SQL 
Server 
released.https://techcommunity.microsoft.com/t5/sq
l-server-blog/early-technical-preview-of-jdbc-driver-
10-1-0-for-sql-server/ba-p/3041568 
Released: SCOM Management Packs for SQL Server, 
RS, AS, Azure SQL Managed Instance (7.0.34.0) 

https://techcommunity.microsoft.com/t5/sql-server-blog/hotfix-jdbc-driver-9-4-1-for-sql-server-released/ba-p/3034206
https://techcommunity.microsoft.com/t5/sql-server-blog/announcing-new-features-for-the-sql-iaas-agent-extension/ba-p/3038327
https://techcommunity.microsoft.com/t5/sql-server-blog/how-to-create-linked-server-from-sql-server-to-azure-sql/ba-p/3037930
https://techcommunity.microsoft.com/t5/sql-server-blog/released-public-preview-for-sql-server-management-packs-7-0-33-0/ba-p/3029807
https://techcommunity.microsoft.com/t5/sql-server-blog/released-sql-server-3rd-party-backend-for-django-v1-1/ba-p/3030287
https://techcommunity.microsoft.com/t5/sql-server-blog/early-technical-preview-of-jdbc-driver-10-1-0-for-sql-server/ba-p/3041568
https://techcommunity.microsoft.com/t5/sql-server-blog/early-technical-preview-of-jdbc-driver-10-1-0-for-sql-server/ba-p/3041568
https://techcommunity.microsoft.com/t5/sql-server-blog/early-technical-preview-of-jdbc-driver-10-1-0-for-sql-server/ba-p/3041568
https://techcommunity.microsoft.com/t5/sql-server-blog/early-technical-preview-of-jdbc-driver-10-1-0-for-sql-server/ba-p/3041568
https://techcommunity.microsoft.com/t5/sql-server-blog/released-scom-management-packs-for-sql-server-rs-as-azure-sql/ba-p/3043508


 

Back to TOC | Page 16 
 
 

 

 

 

 

 

 

 

 

 

 

n this article, you will learn how to setup SQL Server Audit with SQL Server Management Studio 

(SSMS) graphical interface.   

 
What is Auditing?  
Here in America when people hear auditing their first natural thought might be the internal revenue 

service auditing their taxes.  Pretty much everyone goes UGH if they are contacted because they are 

being audited.  It happened to me one time and the IRS person said hold on we think we owe you 

money!  It’s the assumption that when you are audited on your taxes, you will wind up having to pay.   

There is also the auditing when internal or external auditors come to your company to find out if you 

are following proper procedures.  Those can be scary, too, so it’s no wonder auditing may have a bad 

reputation.  Auditing in and of itself isn’t a bad a thing.  In fact, I would argue, it’s a good thing.  You 

want to make sure people are following proper procedures.  In the case of the IRS or auditors at your 

company, there are laws that have to be followed with punishments if you don’t follow them.   

In this article, what I’m talking about is auditing SQL Server to see what changes people are making at 

the server level or database level.  Things that they maybe shouldn’t be doing and could cause 

problems down the road.  The point of this auditing isn’t to punish people or get people in trouble, 

but more to shed light on possible issues or areas where you may need to tighten perms.    

Why should you audit?  
A lot of companies may not value auditing.  Some companies are required to audit because of 

regulations.  Even if your company isn’t required to audit, that shouldn’t stop you from auditing.  The 

reason I set it up auditing was because I would have people come to me saying something is broken, 

and they can’t figure out why.   

We also have many environments where too many people have access to change too many things.  

We are working on fixing that, but by having auditing, I was able to see who was changing what.  What 

a relief!  No more OMG why did this happen? and I can’t provide any insights.  I could say to them, 

well I don’t see anything database side, or this user changed the schema on the 5th. 

In the end, my company was acquired by a more heavily regulated company, and they needed the 

systems to be audited with proper reports reviewed weekly. My company was very pleased that I had 

I 

How to Audit SQL 
Server For Free 

Josephine Bush |      @hellosqlkitty 
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already done the leg work making it easy for us to do the auditing.   Originally, the management at my 

company didn’t think this was a priority, but I worked on it in between other projects, and basically 

built exactly what the new parent company needed without knowing they would need this.   Auditing 

can help you regardless of who says you need to do it.    

Problems Auditing can Solve 
Auditing can help you solve a lot of problems.  Like I said earlier, people come to you saying something 

is broken, why?  You are in the dark without auditing.  If you have the auditing setup you can see who 

changed something so maybe that change is what broke.   

You can also see if someone used something in the case of a table or a user.  We had a scenario where 

the sa password was handed out like candy.  This was such a bad idea, and we had to get users off of 

sa.  In order to do this, we had to know who was using sa.  You can’t just ask around and say “hi are 

you using sa on this server?”  You either get people who don’t respond or people who just don’t know 

or say they don’t have time to look.  We audited sa, got a list of users, and those users and their 

managers were contacted to say we have to move off sa, we see you are doing these things with sa, 

so let’s get you a username/password setup so you can continue to do the work you need to do.  As 

part of this, we also examined what people were doing to see if we could pair down on the level of 

perms they were granted in a production system.  Always going for least perms.  Most of these users 

didn’t even realize the power they had using sa, and all of them just used it in a way that was in 

alignment with their work.    

We did catch one guy sharing out his domain user and password to allow someone else to perform his 

job duties while he was out of the office, which is a huge no-no.  We’ve used auditing to see who might 

be using a shared account.  A sql user may have been setup originally for one purpose, but now it’s 

been shared around, and we don’t want different users using the same login period.   There was 

another case where the development team was trying to figure out what was writing to a table.  They 

could see updated data, but had no idea where it came from, so it’s another way auditing can help 

you.   

How to Audit SQL Server  
To audit SQL Server, you can use built-in functionality called SQL Server audit. It's good for capturing 

pretty much anything that happens on the database server. It’s very flexible and pretty easy to set up.  

I primarily use this for seeing any permissions or schema changes. You access it via SSMS and can also 

use scripts to set up and query the audit data.  This article will only cover setting it up in SSMS 

graphical interface, but you can definitely script it all out, too.  

SQL Server Audit Availability  
The first version that SQL Server audit was available in was 2008, and it was only in Enterprise edition. 

As of 2012 version, Microsoft expanded it to be available at server level with all editions, and then 

database auditing was still only in Enterprise.  By 2016 and onwards, you can do server and database 

auditing with any edition, so much nicer since a lot of people don’t only use Enterprise.   Just note 

these limitations if you are on older versions and wonder why you might not be able to do 

everything outlined in this article.  

Audit Requirements  
To make SQL Server auditing work you need two or three things depending on what you want to audit.   

• You're required to create an audit specification, and this will determine where you store 

audit data.  
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• You will also need one server and/or one database audit for audit data to actually write to 

the audit specification. Each audit specification can have one each server and database 

audit.  Those server and database audits are not dependent on each other.  

SQL Server Audit Use Cases  
The server audit is generally good for:   

• Auditing server level changes and/or all the databases at the same time.   

The database audit is good for:  

• Auditing one database or a subset of activities in one database.  

Let’s go through some examples so that you can see how that works.   

SQL Server Audit Setup via SSMS 
First, you need to create an audit specification.  This is where your audit data will be stored.  No 

audit data collects without this, and you can’t setup a server or database audit without first having 

an audit specification.  

In SSMS, you can create an audit specification by right clicking Audits under the Security section.   

 

 
You will then see a dialog box with lots of options.   How to configure each is included below the 
image.  
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Suggestions on how to configure your audit specification:  

• Audit name:  I tend to name it AuditSpecification or AuditSpecification_servername.    

• Queue delay: I always leave it at 1000. It's just the wait time in milliseconds before it audits. I 
never see any lag.  

• On Audit Log Failure:  I choose continue. I think fail operation and shut down server are too 
drastic. I'll just have a bunch of people screaming at me that there's something wrong with 
the server.  You may want to choose fail operation or shut down server if auditing is of the 
utmost importance like on a legal/financial reporting systems.  

o Continue - If the audit can't capture the statement, it keeps auditing. You might miss 
a statement here and there, but I doubt that happens very often, if at all.  

o Fail operation - If it can't audit, it's going to cause the statement to fail.  
o Shut down server - If it can’t audit, it’s going to literally do what it says, it's going to 

shut down the server.  

• Audit destination:  
o File - I always write to the file choice because it’s easiest for me. I don't have a lot of 

auditing restrictions. Yes, the auditors want to know what happened. They don't think 
that we're going in there secretly deleting audit files and not reporting what we said 
we would 

o Security log – this has more restrictions than writing to the application log 
o Application log - I could see application log writing if you have a Splunk application 

that reads all the logs and gathers them in a central repository  

• Path:  If you chose File for Audit Destination, then you need to choose a path.  Make sure 
don't put it on the C drive. Even though we’re going to limit the audit file sizes, you don’t want 
it accidentally filling up the C drive.  I don't usually put it on data drives or log drives either.  
We have an E drive for applications where I work, that's a great place for it to go.   

• I never let the audit just collect max files and max sizes.  I’ve found 4 files of 50MB each is 
good for my needs when collecting permissions and schema changes.   Your number and sizing 
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of files depends on your needs.  If you have maximum files, and they're gigantic, then they’re 
next to impossible to query.   

o Maximum files - 4  
o Maximum file size - 50 MB  

• Reserve disk space:  Since my files are quite small, I never check that.   
 

Once you’ve created it, it’s disabled by default.  Right click it to enable it. No data collects if you don't 
enable it.  
 

 

If you chose the file destination for your audit, once you enable it, an audit file is placed on disk.  
This is where the data will live for your server and database audits that you associate with that audit 
specification. As the data collects, this file is going to grow to 50 MB because that's what I specified in 
the configuration, and then it'll create another file up to four (again because I specified four files).  
Once the fourth file is full, it will delete the oldest file and create another new file. That's why it's 
important for you to know how often you want to collect the data from the audit files so you don’t 
miss any data.   

 

Audit Categories  
Before we get into creating a server audit specification, let’s talk a bit about audit categories.  There 
are three of them:  

• Server level - gets everything at the server level, but you can also audit all the databases if 
you configure database actions at the server level.  These capture permission changes and 
creating databases.  Includes any action that doesn’t start with schema or database  

• Database level - If you don’t want to audit all the databases the same way, then you can use 
the database level actions in each database to audit them separately.  These include data 
manipulation languages (DML) and data definition language (DDL) changes. Namely things at 
the database level.  Mainly, includes any action that starts with schema or database  

• Audit level - audits the changes you make to the audit specifications.  Turning an audit on or 
off is automatically captured and you don’t need to set that with the AUDIT_CHANGE_GROUP 
action.  

 
NOTE: You don’t want the same database actions turned on at the server level and the database 
level because then you are getting duplicate audit records. 
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More information on server and database audit is provided in these links:  

https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-

action-groups-and-actions?view=sql-server-ver15#database-level-audit-action-groups 

https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-
action-groups-and-actions?view=sql-server-ver15 
Creating a Server Audit  
The first of two optional audits is the server audit specification.  You can set up this under the security 
section of the server, and right click it to create a new one. 

 

A dialog box comes up and the options will be discussed below.  

 

Suggestions on how to configure your server audit specification: 

• Name:  I tend to name it ServerAuditSpecification or ServerAuditSpecification_servername.    
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• Audit:  You need to associate it to your audit specification. There is a dropdown with your 
audit specifications listed.  You need this because this is where your audit data will live. 

• Actions: I'm capturing perms and schema changes at the server level, and in all the databases 
on the server. That's what these action types will do.  If you just want to capture server 
changes, you'd remove all the ones starting with database and schema. You don't have to fill 
out any of the other columns. they're not applicable to these action types.  

 
The server audit specification is also disabled by default, you can right click to enable.  It doesn't 
collect any data if it's disabled. 
 

 

Creating a Database Audit  
The second of two optional audits is the database audit specification. These are in each database, 
you have to go to the database security section and right click. 
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A dialog box comes up and the options will be discussed below.  

 

Suggestions on how to configure your database audit specification: 

• Name:  I always name it underscore database name because it helps identify what database 
it’s auditing like DatabaseAuditSpecification_Auditing.  

• Audit:  You need to associate it to your audit specification. There is a dropdown with your 
audit specifications listed.  You need this because this is where your audit data will live. 

• Actions: I'm capturing perms and schema changes at the database level. Don't use this if 
you're already getting database and schema changes at the server audit level or you wind 
up with duplicate audit records.  

Where the database audit really shines is when you want to audit objects because you can audit things 
like insert, update, delete, select, and execute on objects in the database, like tables, views, and stored 
procedures.  These action types do require you to fill in all the additional columns for the audit actions 
depending on the object class. 

Let's look at an example.  

 

Be very careful auditing entire schemas or 
databases. They can overload your audit 
and/or server. 
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Suggestions on how to configure your database audit specification when auditing specific objects, 
schemas or databases: 

• Name:  I always name it underscore something descriptive to its purpose because it helps 
identify what it’s auditing.  

• Audit:  You need to associate it to your audit specification. There is a dropdown with your 
audit specifications listed.  You need this because this is where your audit data will live. 

• Actions:   
o Audit Action Type:   

▪ INSERT – gives you the ability to see who inserts to a table, schema, or 
database.   

▪ UPDATE - gives you the ability to see who updates a table, schema, or 
database.  

▪ EXECUTE - gives you the ability to see who executes on a stored procedure, 
function, schema, or database.  

▪ SELECT - gives you the ability to see who selects from a table, schema, or 
database.  

▪ DELETE - gives you the ability to see who deletes from a table, schema, or 
database 

o Object Class:   
▪ OBJECT:  Choose this to see queries against a specific table, view, stored 

procedure, or function.  
▪ SCHEMA:  Choose this to see queries against any object in a schema 
▪ DATABASE:  Choose this to see queries against any object in a database 

o Object Schema:  Required for OBJECT or SCHEMA object classes 
o Object Name: Required for OBJECT class  
o Principal Name: Required for OBJECT, SCHEMA, and DATABASE classes.  Use public if 

you want to audit everyone.  If you want to audit multiple users, you need one line 
for each user.   

Once you create the database audit it’s also disabled by default, you can right click enable it. It won't 
collect data when it's disabled. 
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Querying Audit Data  

 

You can query the audit via the GUI by right clicking the audit specification to view the audit logs.  A 

dialog box pops up with the 1000 most recent events.  Maybe there's nothing listed because nothing 

auditable happened yet.  Maybe you'll see tons because there's a bunch of stuff happening in the 

background that you didn't realize was happening. 

 

Disclaimer on Auditing  
Be very careful how and what you audit.  You can overload or freeze up a production server.  It 

happened to me when I didn't even think it was possible to crash a production server with an audit. I 

just thought somehow, I could stop the audit in between things it was auditing.  Sometimes it's going 

to be hard to stop your audit if it's auditing too much or it's going to be so hard to weed through all 

the data, it will be like trying to find a needle in a haystack with all the stuff you're auditing.  I just go 

with the less is more method of auditing. 
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What is data modernization and why Cloud is a means? 
ata modernization is a process of moving siloed data from legacy databases and stores to 

modern cloud-based databases or lakes. 

In this digital world, the large amounts data is being generated every nano second, from 

countless sources and devices, at the same time these devices also leverage data insights and deliver 

advanced scenarios to customers.  The data growth even accelerated exponentially in COVID era as 

several business fully moved to online.  This has been increasingly challenging for organizations 

maintain, process huge amounts of these data, derive business insights and run predictive analysis for 

decision making. 

While storage is an issue, but organizations also struggling to process wide variety of data formats, 

structured, semi/unstructured data and derive insights. 

All this is driving the CIOs and CTOs to modernize their organizations overall data story, while 

modernizations can happen on-prem, but also requires developing scalable, flexible, highly available 

data stack, modernizing the existing data centers and dealing yet with complex integrations.  That’s 

where customers are looking after Cloud to modernize their data assets and leverage built-in, readily 

available cloud native services to render modern customer experiences, generate business insights 

aiding decision making process. 

Achieving the data modernization by means of cloud, provide capacity, elasticity, scalability, access to 

more advanced services like machine learning and AI.  Cloud also provides advanced integration 

services, high performance, and fully automated pipelines. To the end several studies show cloud 

offers overall reduction in Total cost of ownership (TCO). 

Migration /Modernization Journey: 
There are few challenges in migrating and modernization data to cloud requires careful consideration 

and effective mitigation plans.  Understanding the phases, approaches in migration journey and 

leveraging various resources are the key step forward. Rest of the article dive into phases and provide 

guidance navigating through it. 

1. Application portfolio assessment 
This step helps to assess your applications and data determines the readiness of the 

modernization of your organization workloads.  The outcome of this exercise helps you setup 

D 
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a roadmap for your cloud migrations and modernizations, the specific migration strategy 

(5Rs), categorize the applications that continue to stay on-premises, applications lift and 

shifted, applications require re-factoring and re-architect, start leveraging PaaS and container 

services and applications that may have to re-build. 

 

2. Discover and assess your apps, databases, and infrastructure 
The next step is to discovery the servers, infrastructure and databases hosting your 

applications and workloads, find the relative dependencies and assess for cloud readiness.  

You also determine the respective cloud deployment options, the right SKUs fit your 

workloads and architect how each of the key services land on the cloud. 

Azure Migrate documentation | Microsoft Docs 

Discover servers running in a VMware environment with Azure Migrate Discovery and 

assessment - Azure Migrate | Microsoft Docs 

Tutorial to assess SQL instances for migration to Azure SQL Managed Instance and Azure SQL 

Database - Azure Migrate | Microsoft Docs 

 

3. Calculate Total cost of ownership (TCO) to make a business case for 
migration 
A business case provides a view of the technical and financial timeline of your environment 

and can represent the opportunities for reinvestment into further modernization. 

The key components of the business case to consider below: 

1. Cost to run today:  How much it costs running my environment today, servers, software 

licenses, data center operations, next hardware refresh etc. 

2. Projection of future on-prem costs if not migrated to cloud:  Forecast for next few years 

running and expanding on-prem. 

3. On-prem costs in Azure scenario:  What will be on-prem costs remaining when you 

migrate to cloud in an Azure scenario. 

4. Migration costs and Azure costs:  Project the migration timelines and Azure costs 

(optimized) for a given environment. 

 

You can take your Azure view and compare it to your on-premises or status quo scenario with 

no migration so you can assess the benefit of migrating to the cloud. 

 

Discover, assess SQL Server data estate migrating to Azure SQL and get monthly estimates. 

Create a business case - Cloud Adoption Framework | Microsoft Docs 

Total Cost of Ownership (TCO) Calculator | Microsoft Azure 

 

4. Setting up the cloud landing zone 

Cloud environment that comply with organizations, security and privacy policies.  An 

environment that adheres to best practices and guidelines.  “Cloud Adoption Framework for 

Azure” is proven guidance that's designed to help you create and implement the business and 

technology strategies necessary for your organization to succeed in the cloud. 

 

5. Migrate 
Once the migration planning, strategies and timelines are determined, next logical step is to 

start migrating your workloads to Azure.  The typical migration activities include below.  For 

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/digital-estate/5-rs-of-rationalization
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each of the below, customers begin with a POC migration, get familiar with the migration 

methods and tools before setting up production migrations. 

Rehost an application on Azure VMs by using Azure Migrate - Cloud Adoption Framework | 

Microsoft Docs 

Migrate your SQL Server, Oracle, DB2 estate to Azure SQL. 

Rehost an application by migrating it to Azure VMs and SQL Server Always On availability 

groups - Cloud Adoption Framework | Microsoft Docs 

 

6. Post Migration 
Once you migrate to Azure, leverage Azure services that help you to monitor, manage and 

optimize further. 

Manage after migration - Azure SQL Database | Microsoft Docs 
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Enable instant file Initialization (IFI) to 

speed up the data files growth. 

Use WITH COPY_ONLY option to take 

intermittent full backup without affecting 

the regular sequence of backups. 

To get the last known actual execution plan 

from the plan cache, use new DMF 

sys.dm_exec_query_plan_stats 

(plan_handle). 

 

Run DBCC CHECKDB to check the logical 

and physical integrity of all the objects in a 

database. 

Use the new LEAST function (supports Azure 

SQL DB/MI at the moment) to find the 

minimum value from a list of expressions. 

Use sp_updatestats to execute UPDATE 

STATISTICS on all tables in a database. 
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 ended my tip in the most recent SQLServerGeeks Magazine with a cliff-hanger. In my August 

article, I showed how you can use regular expressions in Python from T-SQL. If you put such an 

operation in a stored procedure, the users would need to hold the permission EXECUTE ANY 

EXTERNAL SCRIPT, which you may not want to grant them directly.  

This month we will look at how we can package that permission with the stored procedure instead – 

and not only specifically that permission, but we will look at this from a general perspective. We want 

users to be able to perform a certain operation in a controlled manner in a stored procedure, without 

granting them any other permission than to execute that stored procedure.  

As long it is only a matter of direct data manipulation, through SELECT, INSERT, UPDATE etc, you don’t 

need to take any specific action if the stored procedure and the table have the same owner, which 

very often is the case, as in most databases everything is owned by dbo. In this case, SQL Server 

employs ownership chaining which means that as long as the owner is the same, no permission check 

is performed at all. 

Ownership chaining only applies to this specific, but common, case. Here are some examples of 

situations, where it does not, and it may seem at first that you have to grant permissions to users 

directly: 

• You want to use dynamic SQL in your stored procedure. A string of dynamic SQL is an 
anonymous stored procedure of its own, which does not have an owner. Therefore, SQL 
Server makes an explicit permission check inside the dynamic SQL. 

• You need to inquire metadata. For instance, you only want to update an table if it actually 
exists, so you do: 
 
IF object_id('dbo.PossibleTable') IS NOT NULL 

   UPDATE dbo.PossibleTable 

   SET    ...  

   

However, this requires that the permission VIEW DEFINITION has been granted on 

PossibleTable, or else object_id will return NULL.    

• You want superusers of the application to be able to add users through the application. 
  

I 
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• As discussed above, you want users to be able to run a certain Python script embedded into 
your stored procedure. 

 

There are two techniques to package permissions into stored procedures. One technique, the 

EXECUTE AS clause, seems easy to use, but it comes with some side effects that can be nasty, unless 

you understand them and plan ahead. The other technique, certificate signing, at first seems more 

complicated, and indeed it takes some time to digest in full. However, it is easy to automate, and you 

don’t have to understand it in full in order to use it. And more importantly, it does not come with any 

side effects.  

I describe both these techniques in detail in my article Packaging Permissions in Stored Procedures  on 

my web site. Here in the SQLServerGeeks Magazine I will only give you a short introduction to give you 

a taste if it, so that you can use the special management procedure that I present here. 

Before we go on, here is an example to play with. The script creates a table and a stored procedure 

that accesses that table through dynamic SQL. The script also creates a login-less user and grants that 

user permission to run the procedure but no permissions on the table: 

CREATE TABLE sometable (a int NOT NULL) 

go 

CREATE PROCEDURE testproc AS 

  EXEC('SELECT a FROM sometable') 

go 

CREATE USER testuser WITHOUT LOGIN 

GRANT EXECUTE ON testproc TO testuser 

 

To test the permission, we can impersonate that user and run the procedure. When you impersonate 

a database user, you use the command EXECUTE AS USER and you return back to your true self with 

the REVERT command. (Which you always should place in a batch of its own, to be sure that it is 

executed, as a batch may not run to the end if it is aborted by an error.) 

EXECUTE AS USER = 'testuser' 
go 
EXEC testproc 
go 
REVERT 

The output is: 

Msg 229, Level 14, State 5, Line 17 

The SELECT permission was denied on the object 'sometable', 

database 'tempdb', schema 'dbo'. 

 

Let’s now look at how we can resolve this error without granting testuser permission on the table 

directly. 

The recipe for how to package permissions into a stored procedure through certificate signing has four 

steps: 

1. Create a certificate. 
2. Sign the procedure with the certificate. 
3. Create a user from that certificate. (This is a special type of user.) 
4. Grant the user the permissions you want package with the stored procedure. 

https://www.sommarskog.se/grantperm.html
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The effect is that when a user runs the procedure, SQL Server checks that the signature is valid, and if 

it is, SQL Server adds the user to the user tokens (which you can inspect in sys.user_token), and 

therefore the permissions of the certificate user apply in combination with the user’s own 

permissions. 

Now, while may seem like a bit of mumbo-jumbo, I have stored procedure GrantPermsToSP which 

perform these steps for you and which I present in more detail in the above-mentioned article. 

You find the full listing for GrantPermsToSP, including creation of the schema and the table type it 

uses, here: https://www.sommarskog.se/grantperm/GrantPermsToSP.sql.txt. Copy the script to 

SSMS, remove the initial USE statement, and run it to create schema, table type and procedure. Once 

you have done this, you can run the below to package the SELECT permission with the stored 

procedure: 

DECLARE @perms Management.Permission_list 

INSERT @perms (perm) VALUES ('SELECT ON sometable') 

EXECUTE Management.GrantPermsToSP 'dbo.testproc', @perms, @debug = 1 

 

When you specify @debug = 1, the procedure displays the commands it executes. I don’t include them 

here, but you are encouraged to look at them on your own. You will find that they correspond to the 

recipe I gave above. 

Run the test again: 

EXECUTE AS USER = 'testuser' 

go 

EXEC testproc 

go 

REVERT 

This time the procedure executes without error. 

It is important to understand that if you change the procedure, the signature is no longer valid, and, 

in fact, SQL Server removes it entirely. Here is an example: 

ALTER PROCEDURE testproc AS 

  EXEC('SELECT a FROM sometable AS x') 

go 

EXECUTE AS USER = 'testuser' 

go 

EXEC testproc 

go 

REVERT 

 

The error message is now back, and you need to rerun GrantPermsToSP to restore the permission. 

What you would do in many cases is to put the call to GrantPermsToSP at the end of the file that 

creates the stored procedure, so that the permissions are re-packaged into the procedure every time 

it is modified. (And you would modify what permissions you package as needed.) 

As I mentioned, the dynamic SQL is a scope of its own. We can tell from the example that when we 

enter the dynamic SQL, the certificate user is still present among the security tokens; it is this token 

that contributes with the SELECT permission. The same is also true if you call a system procedure or a 

system function. But when you invoke user-written code, be that another stored procedure, a trigger 

https://www.sommarskog.se/grantperm/GrantPermsToSP.sql.txt
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or a function, in this case the certificate is removed from the tokens, so if you want that extra 

permission to apply in the inner module too, you need to sign that one as well. This may seem like a 

hassle, but I think this is a great design. (Space does not permit me to elaborate on why in this article, 

but see my longer article for a discussion.) 

When you use this technique, you should always make the effort to identify the minimum 

permission(s) you need to package, following best practice for security. Say that the stored procedure 

has an SQL-injection hole. The less powerful permissions you have packaged with the procedure, the 

less is the damage that an intruder can incur. 

Let’s now turn to the EXECUTE AS clause. The proper implementation of this technique is to create a 

proxy user WITHOUT LOGIN and grant that user the permissions you want to package. Then you add 

the clause WITH EXECUTE AS to the stored procedure. Here is an example: 

CREATE USER testproc$proxy WITHOUT LOGIN 

GRANT SELECT ON sometable TO testproc$proxy 

go 

ALTER PROCEDURE testproc WITH EXECUTE AS 'testproc$proxy' AS 

  EXEC('SELECT a FROM sometable') 

 

Test it: 

EXECUTE AS USER = 'testuser' 

go 

EXEC testproc 

go 

REVERT 

 

This completes without error. 

What happens is impersonation, just as with the EXECUTE AS USER statement. That is, for the duration 

of the stored procedure, we are testproc$proxy, and none of our own permissions apply. 

Furthermore, if the procedure invokes other procedures or functions or fire triggers, we are 

testproc$proxy also inside these modules. 

This can have nasty side effects. It is common that auditing is based on functions such as 

SYSTEM_USER, USER_NAME(), SUSER_SNAME() etc. Likewise, schemes for row-level security are often 

based on any of these functions. All these functions will return testproc$proxy or just a SID relating to 

this user, and not the actual user running the procedure. That is, causal use of the WITH EXECUTE AS 

clause in stored procedure can result in incorrect auditing and incorrect results returned by queries 

using row-level security. And because the impersonation propagates into other modules, these errors 

may occur in code that has no knowledge of that impersonation is happening elsewhere. 

This is not a complete show-stopper for WITH EXECUTE AS, because you can design your auditing and 

row-level security to rely on functions that are unaffected by impersonation. One option is the 

function original_login() which returns name of the user that actually logged into SQL Server. Another 

alternative is session_context(), which requires that you first set a value with sp_set_session_context. 

Thus, to be able to use WITH EXECUTE AS, you must plan ahead. And more importantly, you cannot 

start using it in your system, without first investigating the possible side effects. So, from this 

perspective, this technique is actually more difficult to use than certificate signing, which does not 

have any of these side effects. 

https://docs.microsoft.com/en-us/sql/relational-databases/system-stored-procedures/sp-set-session-context-transact-sql?view=sql-server-ver15
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Despite these caveats, WITH EXECUTE AS appears to be the more popular method, and in fact most 

people don’t bother to create the proxy user, but cuts it short with: 

ALTER PROCEDURE testproc WITH EXECUTE AS OWNER AS 

  EXEC('SELECT a FROM sometable') 

That is, the procedure now runs as dbo. Which means that if there is an SQL injection hole, an intruder 

can use it do anything in the database. It goes without saying that this is bad practice. And, yes, the 

side effects for auditing and row-level security is still there. 

 

In this article, I have only discussed how to use these techniques for permissions in the current 

database. They can also be used to package server-level permissions, or permissions for cross-

database access. However, this requires more space to discuss than is available in the Magazine, so I 

refer you to my article Packaging Permissions in Stored Procedures where I discuss this in detail, and I 

also offer an automation script, similar to GrantPermsToSP, to package server-level permissions. 
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 few weeks ago we announced the next major release of SQL Server: SQL Server 2022. I wanted 

to give you more insights into what we announced, answer some of the common questions we 

have received so far including the private preview program and point you to the resources we 

have created so you can learn more. 

SQL Server 2022 can be summarized as the most cloud-connected version of SQL Server to date with 

major innovations in built-in query intelligence, security, scalability, availability, data virtualization, 

and the T-SQL language. 

Think of this release having new features in the following five areas: 

  

I’ve nicknamed this visual with our team “the wheel of power”.  Let me explain more about the 

features in these areas and why these could solve challenges you face every day. 

Cloud Connected 
In SQL Server 2022 we will solve familiar challenges by connecting your SQL Server to Azure. For 

example, if you want a managed disaster recovery site, we will easily connect you with Azure SQL 

A 

Introducing SQL 
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 Bob Ward |     @bobwardms  

https://twitter.com/bobwardms
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Managed Instance using the power of built-in Availability Group (AG) technology (and you don’t have 

to have an existing AG to do it). We have just shown you a glimpse of what this can do. By the time 

we release SQL Server 2022 this link will be a fully-functional bi-directional failover system. 

Let’s say you want to invest more in Azure Synapse Analytics but you are struggling to copy your data 

from SQL Server. The data is never really up to date and you have to build expensive ETL applications. 

SQL Server 2022 allows you to link SQL Server to Synapse. You can now select what tables in your SQL 

Server database you want synchronized to Synapse and we take care of the rest. We will synchronize 

your initial data set and then capture changes and feed them directly into SQL Pools. You now 

have the full data warehouse capabilities of Synapse on your data leaving you to focus your SQL Server 

on operational workloads and eliminate ETL jobs. 

We have other cloud connected capabilities like integration with Azure Purview for centralized policy 

management, Azure Active Directory Authentication, and Microsoft Defender for SQL. 

All of these cloud connected options are independent of each other. You choose what option you want 

when you need them. 

Built-in Query Intelligence 
We believe getting your application faster and reducing the need for expensive query tuning should 

be built into SQL Server. SQL Server 2022 builds on innovations in the previous releases to enhance 

the Query Store and Intelligent Query Processing (IQP). 

Query Store will now be on by default in SQL Server 2022 for new databases. We believe we have 

made the right investments where most customers will benefit having this on by default. In addition, 

we will now allow Query Store to be enabled for read-only secondary replicas that are part of an 

Availability Group. Query Store data is kept on the primary replica but metadata tracks the source of 

the query (primary or secondary). Query Store hints are also part of SQL Server 2022 allowing you to 

shape query plans without changing the application and persist this for future execution. 

Intelligent Query Processing (IQP) is all about fast and consistent performance with no code changes, 

all built into the query processor. Our customers have made significant use of these enhancements in 

Azure, SQL Server 2017, and SQL Server 2019. IQP has always been about solving problems we see 

customers face every day and SQL Server 2022 is no exception. For example, parameter sensitive plans 

have been a thorn in developers and SQL Server professionals for years. Now by moving to the latest 

database compatibility level with SQL Server 2022 (160), the query processor can cache multiple plans 

for the same stored procedure or parameterized statement. No longer will parameters that are 

sensitive to skewed data values cause unpredictable performance. We are also smart about how we 

determine how many plans can be cached so we don’t bloat your plan cache. We achieve this 

functionality by creating variants of the query but the variants are hashed to the same query text. 

There are other next-gen IQP features like DOP and Cardinality Estimation (CE) feedback. These 

features will use the Query Store to take and store feedback about query execution to adjust query 

plans for consistent performance. IQP is a huge area of investment for SQL Server 2022. You can learn 

more with the resources I’ve listed at the end of this article. 

Security, Scalability, and Availability 
Many of you have heard me call innovations to the core engine the “meat and potatoes” of SQL Server. 

I borrowed that term from Conor Cunningham who always counseled me to always let our customers 

know about what we are doing with the core engine, because without it we don’t have a product. 

https://docs.microsoft.com/en-us/azure/synapse-analytics/sql-data-warehouse/sql-data-warehouse-overview-what-is
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I’ll call out one feature from each of these areas but there are many others that are part of SQL Server 

2022: 

Security 
SQL Server Ledger solves the challenge of to have tamper evidence records of changes to data. Also 

in preview in Azure, we are bringing the power of blockchain to SQL Server and integrating this directly 

into the database. Ledger provides historical records of transaction changes but also uses crypto 

hashing algorithms to store information about these changes. It also includes capabilities to store a 

digest of hashed blocks in a separate trusted storage site. This allows a complete verification of 

changes to data at all levels. Hackers can try to gain access to the raw data stored in SQL Server tables 

but the ledger has verification mechanisms to detect any intruder. I’ve personally tried to hack the 

ledger myself using my knowledge of SQL Server internals but it appears to be “Bob Ward proof”. 

Scalability 
We are also always looking for ways to make the engine more scalable for applications. One example 

in SQL Server 2022 is our continued effort to remove bottlenecks for tempdb. We have improved latch 

concurrency with more key system allocation pages. Combined with past innovations, we are close to 

having a latch free worry tempdb system for your applications. 

Availability 
Customers have used peer-to-peer transaction replication with SQL Server to implement a multi-write 

application across servers. The problem is that conflicts could result in a halt of replication and manual 

conflict detection used ID numbers which may not be a very logical answer. With SQL Server 2022, 

you have the choice now of configuring replication so that conflict detection is automatic and based 

on a last-writer wins concept using UTC datetimes synchronized across servers. 

There is more and we look forward to keep giving you more details so you can see how we are 

innovating the core database engine. 

Data Virtualization and Object Storage 
We introduced the concept of data virtualization in SQL Server 2016 with Polybase. Data virtualization 

is the idea to keep “data where it lives”. Use the power of T-SQL to access this data and bring back 

results, instead of moving the data. In SQL Server 2019, we introduced new Polybase capabilities with 

ODBC drivers to sources such as Oracle and MongoDB. In SQL Server 2022, we are extending Polybase 

to use a new technique to access data with REST APIs. You will now be able to build external tables or 

use the T-SQL OPENROWSET function to access files in Parquet, JSON, CSV or Delta formats with 

sources such as S3 compatible storage. 

In addition, you can now use T-SQL to backup or restore a native SQL Server backup to any S3 

compatible storage provider. We have found many customers shifting to common object storage 

systems and S3 is a popular protocol to access this storage. 

Extending T-SQL 
We still believe T-SQL is one of the best and most popular database languages in the industry. So 

instead of making you learn a new language, we are constantly extending the T-SQL language to 

support new capabilities. For SQL Server 2022, T-SQL extensions include new JSON functions, improve 

existing functions around string processing and others, and support for T-SQL functions to process 

time-series data as supported today with Azure SQL Edge. 
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You have questions 
You may have heard that we announced SQL Server 2022 as a private preview. I’ve had several 

questions around what, how, and why. Let me share with you some of the most common questions 

and our answers. 

Q: Why is it called a Private Preview and what does this mean? 

A: A private preview means the release is not available to publicly download. Today, in order to try 

out this release you must register through our Early Adopter Program (EAP) at 

https://aka.ms/eapsignup. Not everyone who signs up will be accepted into the program. We built the 

program to work with customers who can directly and regularly interact with us and get feedback to 

make this a great release. This is not the first time we announced a major release of SQL Server with 

a private preview. It allows us to work with you to refine the product and gain directed feedback 

before we move to a public preview. 

Q: When will SQL Server 2022 be available for public preview and General Availability? 

A: I’ll answer this question the same way I did for previous SQL Server releases. We won’t miss the 

name (insert mild laughter here). Our plans are to release a public preview and general availability in 

calendar year 2022. We just are not ready to disclose the exact dates yet. 

Q: Do I have to connect to Azure to use SQL Server 2022? 

A: Definitely not. We are offering you the ability to connect to Azure with SQL Server 2022 on your 

terms for managed disaster recovery, near real-time analytics, and policy management. There are 

plenty of great capabilities just “built-into the box” without having to connect to Azure. 

Q: What features will go into which editions and how will licensing and pricing work? 

A: Like all past SQL Server releases, we don’t make any announcements about pricing, licensing, or 

edition and features until the product goes to Generally Availability. We do ask for feedback on these 

topics during our preview program. 

Q: Can I share information about SQL Server 2022 with my colleagues or customers? 

A: Yes. Anything that Microsoft has released publicly can be shared with anyone. For example, we 

have PDF versions of our slides we have been presenting available at 

https://aka.ms/sqlserver2022decks. However, since the release is in private preview, only Microsoft 

will be showing demonstrations at this time.  

Q: Where is the pre-release documentation for SQL Server 2022? 

A: Members of the private preview program have access to GitHub repos for documentation. The 

official public pre-release of the documentation for SQL Server 2022 will be available to everyone 

when the product moves to public preview. 

SQL Server 2022 resources 
We are as excited as everyone else for SQL Server 2022. I’m sure you want to know more. Here are 

some resources I think you will find valuable. 

https://aka.ms/sqlserver2022 - This is the main public website for SQL Server 2022 

https://aka.ms/eapsignup - This is the site to sign-up for the private preview program 

https://aka.ms/eapsignup
https://aka.ms/sqlserver2022decks
https://aka.ms/sqlserver2022
https://aka.ms/eapsignup
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https://aka.ms/sqlmechanics22 - Enjoy this brief video as I share insights into SQL Server 2022 with 

the famous Microsoft Mechanics team. 

https://aka.ms/sqlserver2022webinar - Sign-up for this on-demand webinar about SQL Server 2022 

https://aka.ms/sqlserver2022decks - Get PDF versions of the decks presented by the Microsoft team 

on SQL Server 2022 

http://aka.ms/dataexposed-sqlserver2022 - Keep up with the latest info on SQL Server 2022 in this 

series with Data Exposed. 

Follow me at @bobwardms, my colleague @SQLPedro, or @AzureSQL for announcements on future 

public presentations myself and others from our team will be giving on SQL Server 2022. We all look 

forward to sharing more about SQL Server 2022 with all of you.  
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