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We are thrilled to present to you, the fifth edition of the 

SQLServerGeeks Magazine, November 2021. (We had to skip Sep & 

Oct 2021 edition due to the hectic DPS 2021 event schedule).  

 

In this edition, we bring you fresh content from Josephine Bush, 

Jason Anderson, Erland Sommarskog & SQLMaestros. A massive 

thanks to all our authors. 

There’s intriguing content on Auditing SQL Server, Azure SQL 

Database Ledger (Part 1 & 2), Packaging Permissions in Stored 

Procedures & Working with NULLs in SQL Server. 

 

In the August edition, we had started a new section - Hands-On-Lab. 

We got great feedback so we are continuing with more HOL content. 

In this edition, we have a new HOL on “Working with NULLs in SQL 

Server”. Hope you like it. 

With great pride, we take this opportunity to share with you yet 

another successful execution of the signature event on Azure Data, 

Analytics, and AI - Data Platform Virtual Summit 2021.  

DPS 2021 lived up to the monumental expectations placed upon it 

and most certainly delivered as promised.  

Packed with 12 Training Classes, 25+ Gurukuls, 130+ General 

Sessions - including formats such as Deep-Dives, Short-Drives, 

Demos & Breakouts, DPS 2021 was a grand success and had a far-

reaching impact on 7K data professionals from 94 countries. 

You can now watch the session recordings here, and access the 

Training Class recordings here. (By the way, you can also access DPS 

2020 Training Class recordings here). 

We love to hear from you and make improvements to the magazine. 

Make sure to give us your feedback so we can continue to provide 

quality content, well-curated to your interests. If you are interested 

in writing an article for the magazine, do let us know. Write to us at 

Magazine@SQLServerGeeks.com 

Help us spread the word. Ask your friends and colleagues to 

subscribe to the magazine. 

From all of us at SQLServerGeeks, we wish you a pleasant read. 

Happy Learning. 

 

Yours Sincerely 
SQLServerGeeks Team 
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n this article, you learn about the differences between Extended Events and SQL Server Audit.  You 

will also get the basics of how to setup an Extended Event. For a summary of what auditing is and 

how to use SQL Server Management Studio to create SQL Server Audit via the GUI, please refer to 

the July SQL Server Geeks magazine.  To see a summary of how to script out SQL Server auditing, 

please refer to the August SQL Server Geeks magazine.  

You have a couple of choices when you want to audit SQL Server:  

1. Extended Events – Commonly referred to as xevents. This is a lightweight and flexible option 

for auditing.  You can also collect performance information with this.  If you’ve used Profiler 

or Trace, this will feel familiar to you.  It’s considered a replacement for those.  It’s available 

since 2008, and a GUI was added in 2012. You can use the GUI or scripts to create and query 

the results of xevents.  

2. SQL Server Audit – Also a lightweight and flexible option for auditing.  You can’t collect 

performance information with this, though, but the auditing options are more nuanced.  SQL 

Server Audit has been available since 2008, and by 2016, is available in all editions. You can 

use the GUI or scripts to create and query the results of SQL Server Audit.  

Extended Events (xevents) 
You can setup xevents via the GUI by right-clicking Sessions under the Management -> Extended 

Events section in SSMS as shown in the following screenshot: 

    

 

 

 

 

 

 

 

I 

Auditing SQL Server: 
Extended Events vs 
SQL Server Audit 

Josephine Bush |     @hellosqlkitty 

https://twitter.com/hellosqlkitty
https://twitter.com/hellosqlkitty
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You will get a dialog box or wizard to walk you through step-by-step setup.  Once you have extended 

events configured you can view the audit data in the GUI by right-clicking the xevent and choosing 

Watch Live Data as shown in the following screenshot: 

 

 
 

This will bring up a tab in SSMS query window with a quick view of what’s being collected in your 

xevent as shown in the following screenshot:  

 

 

 

Nicely, you can also setup and query your xevent via scripts.  This makes it a lot easier to duplicate 

your xevent on multiple servers.   
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The following script will setup an xevent that captures what the sa login is doing on your server:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

When you want to see the audited records, you can use the following script:  

 

 

 

 

 

 

 

CREATE EVENT SESSION [audit_sa] ON SERVER  

ADD EVENT sqlserver.rpc_completed( 

    ACTION(package0.event_sequence,sqlserver.client_hostname,sqlserver.clie

nt_pid,sqlserver.database_id,sqlserver.nt_username,sqlserver.query_hash,sql

server.server_principal_name,sqlserver.session_id,sqlserver.sql_text,sqlser

ver.username) 

    WHERE (([package0].[equal_boolean]([sqlserver].[is_system],(0))) AND 

([sqlserver].[session_server_principal_name]=N'sa'))), 

ADD EVENT sqlserver.sql_batch_completed( 

    ACTION(package0.event_sequence,sqlserver.client_hostname,sqlserver.clie

nt_pid,sqlserver.database_id,sqlserver.nt_username,sqlserver.query_hash,sql

server.server_principal_name,sqlserver.session_id,sqlserver.sql_text,sqlser

ver.username) 

    WHERE (([package0].[equal_boolean]([sqlserver].[is_system],(0))) AND 

([sqlserver].[session_server_principal_name]=N'sa'))) 

ADD TARGET package0.event_file(SET 

filename=N'e:\xevents\audit_sa.xel',max_file_size=(50),max_rollover_files=(

4)) 

WITH (MAX_MEMORY=8192 

KB,EVENT_RETENTION_MODE=ALLOW_SINGLE_EVENT_LOSS,MAX_DISPATCH_LATENCY=5 

SECONDS,MAX_EVENT_SIZE=0 

KB,MEMORY_PARTITION_MODE=PER_CPU,TRACK_CAUSALITY=ON,STARTUP_STATE=ON) 

GO 

ALTER EVENT SESSION [audit_sa] 

ON SERVER STATE = START; 

GO 

SELECT n.value('(@timestamp)[1]', 'datetime') as timestamp, 

       n.value('(action[@name="sql_text"]/value)[1]', 'nvarchar(max)') as 

[sql],  

       n.value('(action[@name="client_hostname"]/value)[1]', 'nvarchar(50)') as 

[client_hostname],  

       n.value('(action[@name="server_principal_name"]/value)[1]', 

'nvarchar(50)') as [user], 

       n.value('(action[@name="database_name"]/value)[1]', 'nvarchar(50)') as 

[database_name],  
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You may or may not see any records depending on what you chose to audit or you may see a lot of 

stuff you weren’t expecting because there’s a lot of stuff that SQL Server is doing behind the scenes.  

Here’s a screenshot to give you an idea of what the results could look like:  

 

SQL Server Audit 
To audit SQL Server, you can use built-in functionality called SQL Server audit. It's good for capturing 

pretty much anything that happens on the database server. It’s very flexible and pretty easy to set up.  

I primarily use this for seeing any permissions or schema changes. You access it via SSMS and can also 

use scripts to set up and query the audit data.  This article will only cover setting it up via SQL scripts. 

For a quick review of when and how you can use SQL Server audit, let’s go over a few things first.  

Audit Requirements  
To make SQL Server auditing work you need two or three things depending on what you want to audit.   

• You're required to create an audit specification, and this will determine where you store 

audit data.  

• You will also need one server and/or one database audit for audit data to write to the audit 

specification. Each audit specification can have one server and one database audit.  Those 

server and database audits are not dependent on each other.  

SQL Server Audit Use Cases  
The server audit is generally good for:   

• Auditing server-level changes and/or all the databases at the same time.   

 

       n.value('(action[@name="client_app_name"]/value)[1]', 'nvarchar(50)') 

as [client_app_name] 

FROM (select cast(event_data as XML) as event_data 

FROM sys.fn_xe_file_target_read_file(N'e:\xevents\*.xel', NULL, NULL, NULL)) 

ed 

CROSS APPLY ed.event_data.nodes('event') as q(n) 

WHERE n.value('(@timestamp)[1]', 'datetime') >= DATEADD(HOUR, -1, GETDATE()) 

ORDER BY timestamp desc 
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The database audit is good for:  

• Auditing one database or a subset of activities in one database.  

 
For a summary of what auditing is and how to use SQL Server Management Studio to create SQL Server 

Audit via the GUI, please refer to the July SQL Server Geeks magazine.  To see a summary of how to 

script out SQL Server auditing, please refer to the August SQL Server Geeks magazine.  

Pros and Cons of Extended Events  

Pros Cons 

Easily to get started with a template Need to know how to query XML if you want to 
use a SQL query instead of SSMS live event 
viewer 

Will feel familiar if you used SQL Trace or 
Profiler 

 

Easy to view live events in SSMS GUI  

 
Pros and Cons of SQL Server Audit  

Pros Cons 

You don’t need to know how to query XML to 
query events with a SQL query 

More complicated to setup than Extended 
Events  
 

Easy to capture specific auditable events or 
capture all auditable events  

No templates to guide you  

 
Easy to view audit log in SSMS GUI  

 
Extended Events vs SQL Server Audit  
The following table shows you a side-by-side comparison.  Topics highlighted in bold denote where 

the functionality of each differs.  
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Use Cases  
The following table outlines some ways I use each of these auditing methods.   

 
 
Disclaimer on Auditing  
Be very careful how and what you audit.  You can overload or freeze up a production server.  It 

happened to me when I didn't even think it was possible to crash a production server with an audit. I 

just thought somehow, I could stop the audit in between things it was auditing.  Sometimes it's going 

to be hard to stop your audit if it's auditing too much or going to be so hard to weed through all the 

Feature Extended events SQL Server audit 

Setup via GUI or scripts Yes Yes 

Query via GUI or scripts Yes Yes 

Delete in GUI or script and it 
deletes history 

No, xel files are left on disk if 
disk location is configured 

No, audit files are left on disk if 
disk location is configured 

Can delete and modify it 
while it’s enabled and 
running 

Yes No  

Save to locations event_file as .xel file on disk 
ring_buffer 
event_counter  
histogram 
pair_matching 
etw_classic_sync_target 

.sqlaudit file on disk 
Application Log  
Security Log 

Ability to customize 
number, location, and size 
of files 

Yes Yes 

Query without parsing XML No Yes 

Gives you host info about 
changes made 

Yes Only in SQL Server 2017 and later 
versions 

Templates Yes No 

Ability to filter what is 
captured 

Yes Yes 

Ability to audit what a user 
does 

Yes Yes 

Ability to capture server 
metrics like waits stats or 
connection tracking 

Yes No 

What I want to capture Extended events SQL Server audit 

Audit everything a user does X 
 

Audit all the perms and schema changes 
 

X 

Audit who’s changing a table 
 

X 

Audit everything happening in a specific 
database (be careful with this on busy 
databases) 

X 
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data, it will be like trying to find a needle in a haystack with all the stuff you're auditing.  I just go with  

the less is more method of auditing.  

Additional Information  
More information on Extended is provided in these links:  

https://docs.microsoft.com/en-us/sql/relational-databases/extended-events/quick-start-extended-

events-in-sql-server?view=sql-server-ver15 

https://docs.microsoft.com/en-us/sql/relational-databases/extended-events/extended-

events?view=sql-server-ver15 

More information on server and database audit is provided in these links:  

https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-

database-engine?view=sql-server-ver15 

 

https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-

action-groups-and-actions?view=sql-server-ver15#database-level-audit-action-groups 

https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-
action-groups-and-actions?view=sql-server-ver15 
 

 

 

 

 

About Josephine Bush 

Josephine Bush has over 10 years of experience as a Database Administrator.  

 

 

 

 
 

Non-Tech World of Josephine 

During her free time, Josephine loves knitting, painting, and yoga.  

  

LEARN MORE 

Questions?  Comments?  Talk to the author today. Josephine Bush on Twitter. 

Want to write for the magazine? Comments? Feedback? Reach out to us at 

magazine@sqlservergeeks.com 
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You will be missed 

Ferenc Csonka 
Ferenc Csonka was a Data Platform MVP and much loved by the Power BI 
community. With his technical contributions, he had a lasting impact on 
the community. The loss can feel immeasurable to the data community, 
but so can the love that’s left behind. Our thoughts are with his family 
and, we hope they get the strength to cope with the loss. Ferenc left a 

young family behind. Please step forward and support them. 

DONATE NOW 

https://www.gofundme.com/f/help-ferenc-csonkas-family?utm_campaign=p_lico+share-sheet+spider1v&utm_medium=copy_link&utm_source=customer
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SQL Server Tips & Tricks 
 

  

01 
Wish to see the progress 

of Backup/Restore? Use 

WITH STATS N along with 

BACKUP/RESTORE 

command. N is the 

percentage interval. 

02 
Want to add line numbers 

in SSMS? Menu > Tools > 

Options > Text Editor > All 

Languages > General. 

Check the ‘Line numbers’ 

box. 

03 
Use FILLFACTOR while 

creating indexes to 

reduce the occurrence of 

fragmentation. 

04 
Enable Lock Pages in 

Memory (Windows Policy). 

Recommended best 

practice for most SQL 

deployments. 

05 
Change the database 

compatibility level to the 

latest version to take 

advantage of the newest 

performance 

improvements of the 

database engine. 

06 
Use the RESTORE 

VERIFYONLY option to 

verify that the backup set 

is complete and the entire 

backup is readable. 

07 
Have a need to clear wait 

statistics? Execute DBCC 

SQLPERF(‘sys.dm_os_wait_

stats’, CLEAR); 

08 
Use sp_helpindex system 

stored procedure to list 

out all the indexes on a 

table. 

More SQL Tips & Tricks 
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Blockchains aren’t always the answer 

lockchain has been a hot topic over the past few years, with the public-facing news and hype 

being focused on the crypto market and NFTs (Non-Fungible Tokens).  Public blockchains, like 

Bitcoin, have proven utility as an alternative to traditional financial rails, but what is of interest 

to the enterprise market are private blockchains, where a blockchain network can be orchestrated 

between a known set of parties that share a business process, such as supply chain.  Blockchain, by 

definition, is a distributed computing technology.  This means all parties participating in the network 

must host infrastructure (blockchain nodes).  Commitment of transactions to the blockchain must be 

done through network consensus, such as Byzantine Fault Tolerance, but suffers from low throughput 

(eg; ~1000 TPS).  It’s also still relatively nascent, so development tools are new, languages for writing 

the business logic for the blockchain (smart contracts) are bespoke, so developing new systems built 

on blockchain are not for the faint of heart – you’re in for a journey! 

I led the Azure Blockchain Service team at Microsoft from 2018 – 2020, where we built a fully-managed 

Azure service for blockchain networks.  In my discussions with 100’s of CxO’s over that time, one thing 

I learned was enterprises may think they want a blockchain for their scenario, but upon inspection I 

found what they really wanted was the ability to establish digital trust in their existing business 

process.  What I mean by digital trust is replacing, or augmenting, existing manual processes of 

verifying data integrity with a cryptographic means of verification.  As a simple example, how can you 

ensure that a privileged user in HR IT has not maliciously changed a colleague’s salary?  While SQL 

Auditing can capture the event, what it does not capture is what the change was.  While this is a simple 

example, and one that could be easily detected and remediated, if it was a bulk transaction changing 

several rows in several tables – the forensics to detect and remediate are challenging.  If instead, we 

can make that data tamper-evident, with historical values captured and cryptographically protected, 

remediation becomes much simpler.  Employing a decentralized blockchain in this case does not make 

sense.  The system in question (HR records) is a centralized system – why introduce the overhead of a 

complex blockchain just to protect the data? 

Azure SQL Database ledger – the power of blockchain with the simplicity of 
SQL 
Azure SQL Database ledger is a new feature of Azure SQL Database that employs the cryptographic 

patterns used in blockchains to make data in tamper-evident, coupled with the ability to capture the 

B 

Azure SQL 
Database ledger 
part 1 
Jason M. Anderson |      @JasonMA_MSFT  

https://twitter.com/jasonma_msft
https://twitter.com/jasonma_msft
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history of changes made along with metadata useful for forensics, such as knowing which transaction 

impacted which rows.  Let’s explore how ledger tables work and where they’re useful. 

Updatable Ledger Tables 
As the name implies, with updatable ledger tables, you can issue UPDATE and DELETE statements in 

your ledger-enabled database.  Contemplating a blockchain solution for an existing system would 

require changing your data pattern to one that is append-only – you can’t modify the immutable data 

in a blockchain.  Instead, you’d have to issue corresponding, correcting transactions in order to 

“mimic” an update.  Here’s how updatable ledger tables work. 

 

1. A transaction is submitted to the database issuing an update to an existing row, or set of rows. 

2. The previous values of the row(s) being updated are subsequently copied to a history table, 

which has the same schema as the updatable ledger table.   

• You may say, “This sounds like Temporal to me”, and you’d be right – to a point.  The 

history table leverages the temporal functionality. 

• Always generated columns are added to the updatable and history tables which track 

the ID of the transaction, the sequence of operation (we’ll show an example of this 

later). 

3. In order to view a chronicle of your data, the ledger view is created which shows the current, 

and previous values of your rows. 
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4. Data is protected through SHA 256 hashing, ultimately producing “blocks” of transactions 

which are hashed together to form a blockchain data structure. 

• Each row updated in a transaction is hashed and using a Merkle Tree to produce a 

root hash representing all rows in a transaction. 

• Each transaction in a block is hashed and using a Merkle Tree produces a root hash 

representing all transactions (and rows per the above bullet) in a block. 

• Each block is hashed using the root hash of the block, hashed with the hash of the 

previous block 

5. The hash of each block represents the state of the entire database at the point in time it was 

created.  This hash, called the database digest is pushed outside of the SQL Database to a 

trusted storage service (eg: Azure Storage Immutable Blobs, or Azure Confidential Ledger). 

6. To detect any potential tampering in the database, the 

sys.sp_verify_database_ledger stored procedure is run, which fetches the database 

digests in storage, re-calculates the hashes in the database, and compares the values.  If the 

hashes do not match, a tampering event has occurred.  

Append-Only Ledger Tables 
Append-only ledger tables provide an additional level of security, by blocking UPDATE and DELETE T-

SQL statements.  This means if a privileged user, such as a DBA, attempts to make a malicious simple 

change, the SQL Server will block the operation.  Since they only allow append-only operations, there 

is no need for a history table when using append-only ledger tables.  The cryptographic protection for 

append-only ledger tables is no different than what is described above for updatable ledger tables. 
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Data lineage and forensics 
I described above how GENERATED ALWAYS columns added to updatable and append-only ledger 

tables provide the metadata needed to understand changes made to your ledger tables.  Let’s take a 

closer look at how this would work. 

We’ll use a simple banking example, tracking the account balances of customers at a bank.  Note that 

a real schema for a banking system would be much more complicated than this, but I simplified this 

for clarity. 

We’ll create our schema, however, note the new argument LEDGER = ON.  This tells the SQL Server 

that this will be an updatable ledger table.  If I had wanted to create and append-only ledger table, I 

would have added LEDGER = ON (APPEND_ONLY = ON) instead. 

CREATE SCHEMA [Account] 

GO 

 

CREATE TABLE [Account].[Balance] 

( 

    [CustomerID] INT NOT NULL PRIMARY KEY CLUSTERED, 

    [LastName] VARCHAR (50) NOT NULL, 

    [FirstName] VARCHAR (50) NOT NULL, 

    [Balance] DECIMAL (10,2) NOT NULL 

) 

WITH  

( 

 SYSTEM_VERSIONING = ON, 

 LEDGER = ON 

); 

GO 

 

This will not only create our updatable ledger table, but will also create the associated history table 

and ledger view, similar to the below: 

 

Now we’ll add a customer, Nick, with an opening balance of $50 to the bank’s system. 

INSERT INTO [Account].[Balance] 

VALUES (1, 'Jones', 'Nick', 50)  

 

Now let’s submit another transaction, this time adding 3 new customers, John, Joe and Mary with 

various opening balances. 

 

INSERT INTO [Account].[Balance] 

VALUES (2, 'Smith', 'John', 500), 

(3, 'Smith', 'Joe', 30), 

(4, 'Michaels', 'Mary', 200) 
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Now lastly, let’s update Nick’s balance from $50 to $100. 

 

UPDATE [Account].[Balance] SET [Balance] = 100 

WHERE [CustomerID] = 1 

 

OK, so we’ve submitted 3 transactions of adding 4 new customers to the bank and updated one 

customer’s balance.  Let’s see how this looks if we inspect the updatable ledger table, the history table 

and the ledger view. 

 

SELECT *  

      ,[ledger_start_transaction_id] 

      ,[ledger_end_transaction_id] 

      ,[ledger_start_sequence_number] 

      ,[ledger_end_sequence_number] 

FROM [Account].[Balance]  

GO 

 

SELECT * FROM Account.MSSQL_LedgerHistoryFor_46610071 

GO  

 

SELECT * FROM Account.Balance_Ledger 

ORDER BY ledger_transaction_id 

GO 

 

 

 
 
What we see here is the following: 

1. Each transaction has its own transaction ID.   

2. Since the addition of John, Joe and Mary are part of a single transaction, they have the same 

transaction ID, but the ledger_start_sequence_number indicates the order of inserts within 

the transaction. 

3. Nick’s original balance of $50 has been moved into the history table. 

4. The update of Nick’s balance to $100 is represented as a DELETE of the original value in the 

ledger view, followed by an INSERT of the updated balance. 
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The Database Ledger 
The blockchain data structure in Azure SQL Database ledger is captured in 2 new system tables, 

sys.database_ledger_transactions , which captures all transactions issued, the block they are 

sealed in, commit time, and name of the user that issued the transaction.  The table hashes are the 

root hash of the transaction as described earlier.   

sys.database_ledger_blocks captures the blocks created, their associated transaction root hash, 

the number of transactions incorporated in the block as well as the hash of the previous block 

preceding it. 

 
SELECT * FROM sys.database_ledger_transactions 
GO 
 
SELECT * FROM sys.database_ledger_blocks 
GO 

 

 

Now that we’ve talked about the core aspects of how the ledger feature works, we’ll continue and 

talk about database verification.  Database verification is how you detect tampering in the database, 

and there are several ways to configure and achieve this based on your preferences – so tune-for next 

part! 

Continue reading Part 2  
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Cryptographic verification in Azure SQL Database ledger 
n the above article, I covered the basics of the ledger feature of Azure SQL Database and explained 

how we employed a blockchain data pattern in SQL to protect data from potential tampering.  I 

covered at a very high-level the process of verifying the database, which is in effect the process for 

detecting tampering that may have occurred.  This article we’ll dive a bit deeper on the verification 

process and how it works. 

Hashing and database digests 
Let’s re-visit some basic concepts we discussed in the August edition related to Azure SQL Database 

ledger. 

1. Rows updated in a transaction are SHA-256 hashed 

2. Using a Merkle tree data structure, a root hash (HRoot) is calculated representing all rows 

updated 

 

I 

Azure SQL 
Database ledger 
PART 2 
Jason M. Anderson |      @JasonMA_MSFT  

https://twitter.com/jasonma_msft
https://twitter.com/jasonma_msft
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3. Transactions within the time period of a block (30 seconds), are hashed in a similar manner to 

rows 

a. The Merkle root hash calculated from the rows is used as input to the hash function 

when hashing each transaction 

4. The Merkle root hash of transactions in a block, along with the hash of the previous block, are 

used as input to calculate the hash for the current block 

5. The hash for each block subsequently represents the state of the data in the database at the 

time the block is produced 

 

 

Since the hash of each block represents the state of the database at the time it was produced, it is 

used to later verify the database, or more directly, to detect if tampering has occurred.  As such, it’s 

important that the hashes themselves, are protected from tampering.  To achieve this, Azure SQL 

Database ledger packages the hash, along with associated metadata, as a .JSON file (called a database 

digest), and pushes the database digest of each block to tamper-proof storage services; namely Azure 

blob Storage with a configured immutability policy, or Azure Confidential Ledger. 

An example of a database digest is as follows: 

{ 

    "database_name":"myledgerdatabase", 

    "block_id":146816, 
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    "hash":"0x48B0E6E8DEF42E68E451591C03361C93758A8975E9F0066BDE80 

11D6BB08B396", 

    "last_transaction_commit_time":"2021-09-14T20:53:10.4833333", 

    "digest_time":"2021-09-14T20:53:11.0206521" 

} 

 

If an attacker changes any data in the database once a database digest is published, calculating the 

hashes in the database at that point in time will result in differing hash values than what is stored in 

tamper-proof storage.  So how do you detect if tampering has happened, namely re-calculating the 

hashes of the database?  The answer is database verification. 

Database verification 
Having the ability to prove to another party that data in your database has not been maliciously 

tampered is extremely powerful.  In fact, you should think of the value of Azure SQL Database ledger 

not being to detect tampering, but rather proving that it has not been tampered with.  For example, 

being able to provide an auditor or a regulator, cryptographic proof that your data has not been 

maliciously altered, provides a level of assurance that was not previously possible.  In the event your 

data has been tampered with, being able to identify said tampering along with the capability of 

restoring the data to its original state, is a necessity. 

Database verification in Azure SQL Database ledger is done through executing either 
sys.sp_verify_database_ledger or sys.sp_verify_database_ledger_from_digest_storage 

(based on how you’re storing your database digests – will cover this further in the article), passing as 

input the database.  During database verification, the SQL server performs the following functions: 

1. Re-calculates the hashes of all data stored in the database (or alternatively, a single table in 

the database that you want to verify) 

2. Compares the re-calculated hashes during the verification process against the values of the 

hashes stored in the database digests that are referenced in the verify database stored 

procedure 

3. If the re-calculated hashes match the hashes stored in the database digests, the stored 

procedure executes successfully, with a message similar to the following 

Started executing query at Line 1 

(1 row affected) 

Ledger verification successfully verified up to block 3. 

(1 row affected) 

Total execution time: 00:00:00.997 

4. If the re-calculated hashes do not match the hashes stored in the database digests, the stored 

procedure fails, with a message similar to 

Msg 37368, Level 16, State 1, Procedure sp_verify_database_ledger, 

Line 1 

The hash of block 3 in the database ledger does not match the hash 

provided in the digest for this block. 

Msg 37392, Level 16, State 1, Procedure sp_verify_database_ledger, 

Line 1 
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Ledger verification failed. 

Total execution time: 00:00:00.799   

 

Database digest storage & the verification process 
Depending on how you choose to store your database digests will impact how you run the verification 

process.  By using the built-in capabilities of Azure SQL Database ledger to connect to either Azure 

Storage or Azure Confidential Ledger, you don’t have to “manage” anything.  Digests are automatically 

created every 30 seconds and stored in the configured location.  To then verify the integrity of the 

database, simply execute the following T-SQL script. 

DECLARE @digest_locations NVARCHAR(MAX) = (SELECT * FROM 
sys.database_ledger_digest_locations FOR JSON AUTO, INCLUDE_NULL_VALUES); 
SELECT @digest_locations as digest_locations; 
BEGIN TRY 
    EXEC sys.sp_verify_database_ledger_from_digest_storage 
@digest_locations; 
    SELECT 'Ledger verification succeeded.' AS Result; 
END TRY 
BEGIN CATCH 
    THROW; 
END CATCH 

 

What we’re doing here is fetching the location of digests and simply running the verification stored 

procedure passing the @digest_locations to fetch the database digests. 

If instead you choose to store your database digests yourself, a little more work is involved (though 

not a ton).  You’ll first need to generate database digests manually.  This simply involves executing 

sp_generate_database_ledger_digest, no arguments are necessary.  This will essentially produce a 
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block, containing the hash of all rows/transactions that have occurred since the last time the stored 

procedure was executed, presented as a resultset. 

Simply copy the contents of the resultset, save it to the location of your choice as a .JSON document.  

As you generate more digests, add the contents of the resultsets to the existing .JSON document you 

have as it will simplify running verification. 

Verifying the database then requires executing sp_verify_database_ledger passing the contents of 

your digest(s) for verification. 

 

Database digests are about 250 bytes, so very small from a storage costs perspective – even if you’re 

generating digests frequently, such as every 30 seconds. 

The verification process, however, is an expensive process to execute.  The time for verification to 

execute, as in the simple example above for a single digest, completes in a manner of seconds.  

However, as your ledger grows and you accumulate thousands, or millions, of digests, the process of 

recomputing hashes for millions of rows can take upwards to an hour to complete.  As such, you should 

think about executing database verification only when necessary, such as hourly for smaller databases, 

or daily for larger ones, and ideally during non-peak load times of your database as to not negatively 

impact query performance. 

For more information and samples on digest generation, storage and database verification, see 

https://docs.microsoft.com/azure/azure-sql/database/ledger-verify-database  

Have questions on Azure SQL Database ledger?  Drop me an email at janders@microsoft.com or on 

Twitter @JasonMA_MSFT.  

 

 

https://docs.microsoft.com/azure/azure-sql/database/ledger-verify-database
mailto:janders@microsoft.com
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to bring tamper-evidence capabilities to the SQL family, starting with Azure SQL 

Database ledger. 

 

 

 
 
 

Non-Tech World of Jason 

Jason calls himself the “Blocksmith”.  Blockchain by day, Blacksmith by night – Jason likes to turn old 

metal into knives and other useful (or not so useful) implements.  When he’s not hammering away in 

the forge, he’s usually under his Jeep trying to get it fixed for off-roading adventures which usually 

ends-up with a broken Jeep which turns into a vicious cycle.  
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With great pride, we take this opportunity to share with you, yet another successful execution of the 

signature event on Azure Data, Analytics, and AI - Data Platform Virtual Summit 2021.  

DPS 2021 lived up to the monumental expectations placed upon it and most certainly delivered as 

promised.  

Packed with 12 Training Classes, 25+ Gurukuls, 130+ General Sessions - including formats such as 

Deep-Dives, Short-Dives, Demos & Breakouts, the overall event facilitated learning and networking for 

7K data professionals from 94 countries. Special thanks to Microsoft, Redgate, PURE Storage, CDATA, 

MLPA & SQLMaestros for sponsoring the event. 

DPS 2021 kicked off on the 8th of September, bringing 

you two consecutive days of Pre-Cons (training 

classes), delivered by seasoned trainers from the 

industry. Following up Pre-Cons, the Summit spanned 

from 13th to the 16th of September, offering curated 

content across several tracks including Architecture, 

Data Administration, Data Development, Advanced 

Analytics, Data Science, and the newly introduced 

Industry Solutions. 

 

Multiple delivery formats were set up on the virtual platform including the popular Breakouts and the 

innovative ones like Deep-Dives, Short-Drives & Demo-Only sessions. Gurukuls were a huge hit that 

provided a networking opportunity with the Speakers via open discussions. At the Gurukuls, delegates 

discussed their project challenges & possible solutions with Microsoft Product Teams and industry 

experts. Overall, DPS 2021 was one of the most 

interactive and versatile events of its kind. 

This year’s keynote - SQL Edge to Cloud – featured 

Microsoft Veterans - Bob Ward, Anna Hoffman, and 

Buck Woody. With in-depth knowledge and decades of 

experience in the world of SQL, they provided 

insightful wisdom on how to get ahead of the curve by 

understanding the immense possibilities with the 

modern SQL data platform and the right "flavor" of 

SQL suited to your specific needs.  

 

DPS 2021 entered its final stage with the Post-Cons on the 20th and 21st of September. Post-Cons, 

just like the Pre-Cons offered deep-dive content in form of 8-hour virtual classes by the world’s best 

educators. 

DPS 2021 also featured WIT & DEI panel discussions. 

DPS 2021 - A Grand Success 

LOBBY 

DATA + AI GURUKUL 

https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/
https://dataplatformgeeks.com/dps2021/


 

Back to TOC | Page 29 
 

A massive shout-out to the Speakers, Sponsors, delegates & the DPS Team for making the event 

possible. 

Make sure to check out the testimonials. 

You can now watch the session recordings here. And access the Training Class recordings here. (By the 

way, you can also access DPS 2020 Training Class recordings here). 

 

 

  

KEYNOTE ROOM MICROSOFT BOOTH 

EXHIBITOR HALL COMMUNITY ZONE 
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 ended my tip in the most recent SQLServerGeeks Magazine with a cliff-hanger. In my August 

article, I showed how you can use regular expressions in Python from T-SQL. If you put such an 

operation in a stored procedure, the users would need to hold the permission EXECUTE ANY 

EXTERNAL SCRIPT, which you may not want to grant them directly.  

This month we will look at how we can package that permission with the stored procedure instead – 

and not only specifically that permission, but we will look at this from a general perspective. We want 

users to be able to perform a certain operation in a controlled manner in a stored procedure, without 

granting them any other permission than to execute that stored procedure.  

As long it is only a matter of direct data manipulation, through SELECT, INSERT, UPDATE etc, you don’t 

need to take any specific action if the stored procedure and the table have the same owner, which 

very often is the case, as in most databases everything is owned by dbo. In this case, SQL Server 

employs ownership chaining which means that as long as the owner is the same, no permission check 

is performed at all. 

Ownership chaining only applies to this specific, but common, case. Here are some examples of 

situations, where it does not, and it may seem at first that you have to grant permissions to users 

directly: 

• You want to use dynamic SQL in your stored procedure. A string of dynamic SQL is an 
anonymous stored procedure of its own, which does not have an owner. Therefore, SQL 
Server makes an explicit permission check inside the dynamic SQL. 

• You need to inquire metadata. For instance, you only want to update an table if it actually 
exists, so you do: 
 
IF object_id('dbo.PossibleTable') IS NOT NULL 

   UPDATE dbo.PossibleTable 

   SET    ...  

   

However, this requires that the permission VIEW DEFINITION has been granted on 

PossibleTable, or else object_id will return NULL.    

• You want superusers of the application to be able to add users through the application. 

• As discussed above, you want users to be able to run a certain Python script embedded into 
your stored procedure. 
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There are two techniques to package permissions into stored procedures. One technique, the 

EXECUTE AS clause, seems easy to use, but it comes with some side effects that can be nasty, unless 

you understand them and plan ahead. The other technique, certificate signing, at first seems more 

complicated, and indeed it takes some time to digest in full. However, it is easy to automate, and you 

don’t have to understand it in full in order to use it. And more importantly, it does not come with any 

side effects.  

I describe both these techniques in detail in my article Packaging Permissions in Stored Procedures  on 

my web site. Here in the SQLServerGeeks Magazine I will only give you a short introduction to give you 

a taste if it, so that you can use the special management procedure that I present here. 

Before we go on, here is an example to play with. The script creates a table and a stored procedure 

that accesses that table through dynamic SQL. The script also creates a login-less user and grants that 

user permission to run the procedure but no permissions on the table: 

CREATE TABLE sometable (a int NOT NULL) 

go 

CREATE PROCEDURE testproc AS 

  EXEC('SELECT a FROM sometable') 

go 

CREATE USER testuser WITHOUT LOGIN 

GRANT EXECUTE ON testproc TO testuser 

 

To test the permission, we can impersonate that user and run the procedure. When you impersonate 

a database user, you use the command EXECUTE AS USER and you return back to your true self with 

the REVERT command. (Which you always should place in a batch of its own, to be sure that it is 

executed, as a batch may not run to the end if it is aborted by an error.) 

EXECUTE AS USER = 'testuser' 
go 
EXEC testproc 
go 
REVERT 

The output is: 

Msg 229, Level 14, State 5, Line 17 

The SELECT permission was denied on the object 'sometable', 

database 'tempdb', schema 'dbo'. 

 

Let’s now look at how we can resolve this error without granting testuser permission on the table 

directly. 

The recipe for how to package permissions into a stored procedure through certificate signing has four 

steps: 

1. Create a certificate. 
2. Sign the procedure with the certificate. 
3. Create a user from that certificate. (This is a special type of user.) 
4. Grant the user the permissions you want package with the stored procedure. 

 

The effect is that when a user runs the procedure, SQL Server checks that the signature is valid, and if 

it is, SQL Server adds the user to the user tokens (which you can inspect in sys.user_token), and 

https://www.sommarskog.se/grantperm.html
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therefore the permissions of the certificate user apply in combination with the user’s own 

permissions. 

Now, while may seem like a bit of mumbo-jumbo, I have stored procedure GrantPermsToSP which 

perform these steps for you and which I present in more detail in the above-mentioned article. 

You find the full listing for GrantPermsToSP, including creation of the schema and the table type it 

uses, here: https://www.sommarskog.se/grantperm/GrantPermsToSP.sql.txt. Copy the script to 

SSMS, remove the initial USE statement, and run it to create schema, table type and procedure. Once 

you have done this, you can run the below to package the SELECT permission with the stored 

procedure: 

DECLARE @perms Management.Permission_list 

INSERT @perms (perm) VALUES ('SELECT ON sometable') 

EXECUTE Management.GrantPermsToSP 'dbo.testproc', @perms, @debug = 1 

 

When you specify @debug = 1, the procedure displays the commands it executes. I don’t include them 

here, but you are encouraged to look at them on your own. You will find that they correspond to the 

recipe I gave above. 

Run the test again: 

EXECUTE AS USER = 'testuser' 

go 

EXEC testproc 

go 

REVERT 

This time the procedure executes without error. 

It is important to understand that if you change the procedure, the signature is no longer valid, and, 

in fact, SQL Server removes it entirely. Here is an example: 

ALTER PROCEDURE testproc AS 

  EXEC('SELECT a FROM sometable AS x') 

go 

EXECUTE AS USER = 'testuser' 

go 

EXEC testproc 

go 

REVERT 

 

The error message is now back, and you need to rerun GrantPermsToSP to restore the permission. 

What you would do in many cases is to put the call to GrantPermsToSP at the end of the file that 

creates the stored procedure, so that the permissions are re-packaged into the procedure every time 

it is modified. (And you would modify what permissions you package as needed.) 

As I mentioned, the dynamic SQL is a scope of its own. We can tell from the example that when we 

enter the dynamic SQL, the certificate user is still present among the security tokens; it is this token 

that contributes with the SELECT permission. The same is also true if you call a system procedure or a 

system function. But when you invoke user-written code, be that another stored procedure, a trigger 

or a function, in this case the certificate is removed from the tokens, so if you want that extra 

permission to apply in the inner module too, you need to sign that one as well. This may seem like a 

https://www.sommarskog.se/grantperm/GrantPermsToSP.sql.txt
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hassle, but I think this is a great design. (Space does not permit me to elaborate on why in this article, 

but see my longer article for a discussion.) 

When you use this technique, you should always make the effort to identify the minimum 

permission(s) you need to package, following best practice for security. Say that the stored procedure 

has an SQL-injection hole. The less powerful permissions you have packaged with the procedure, the 

less is the damage that an intruder can incur. 

Let’s now turn to the EXECUTE AS clause. The proper implementation of this technique is to create a 

proxy user WITHOUT LOGIN and grant that user the permissions you want to package. Then you add 

the clause WITH EXECUTE AS to the stored procedure. Here is an example: 

CREATE USER testproc$proxy WITHOUT LOGIN 

GRANT SELECT ON sometable TO testproc$proxy 

go 

ALTER PROCEDURE testproc WITH EXECUTE AS 'testproc$proxy' AS 

  EXEC('SELECT a FROM sometable') 

 

Test it: 

EXECUTE AS USER = 'testuser' 

go 

EXEC testproc 

go 

REVERT 

 

This completes without error. 

What happens is impersonation, just as with the EXECUTE AS USER statement. That is, for the duration 

of the stored procedure, we are testproc$proxy, and none of our own permissions apply. 

Furthermore, if the procedure invokes other procedures or functions or fire triggers, we are 

testproc$proxy also inside these modules. 

This can have nasty side effects. It is common that auditing is based on functions such as 

SYSTEM_USER, USER_NAME(), SUSER_SNAME() etc. Likewise, schemes for row-level security are often 

based on any of these functions. All these functions will return testproc$proxy or just a SID relating to 

this user, and not the actual user running the procedure. That is, causal use of the WITH EXECUTE AS 

clause in stored procedure can result in incorrect auditing and incorrect results returned by queries 

using row-level security. And because the impersonation propagates into other modules, these errors 

may occur in code that has no knowledge of that impersonation is happening elsewhere. 

This is not a complete show-stopper for WITH EXECUTE AS, because you can design your auditing and 

row-level security to rely on functions that are unaffected by impersonation. One option is the 

function original_login() which returns name of the user that actually logged into SQL Server. Another 

alternative is session_context(), which requires that you first set a value with sp_set_session_context. 

Thus, to be able to use WITH EXECUTE AS, you must plan ahead. And more importantly, you cannot 

start using it in your system, without first investigating the possible side effects. So, from this 

perspective, this technique is actually more difficult to use than certificate signing, which does not 

have any of these side effects. 

Despite these caveats, WITH EXECUTE AS appears to be the more popular method, and in fact most 

people don’t bother to create the proxy user, but cuts it short with: 

 

https://docs.microsoft.com/en-us/sql/relational-databases/system-stored-procedures/sp-set-session-context-transact-sql?view=sql-server-ver15


 

Back to TOC | Page 35 
 
A Tip About Packaging Permissions in Stored Procedure (Page 5 of 5) 

ALTER PROCEDURE testproc WITH EXECUTE AS OWNER AS 

  EXEC('SELECT a FROM sometable') 

 

That is, the procedure now runs as dbo. Which means that if there is an SQL injection hole, an intruder 

can use it do anything in the database. It goes without saying that this is bad practice. And, yes, the 

side effects for auditing and row-level security is still there. 

 

In this article, I have only discussed how to use these techniques for permissions in the current 

database. They can also be used to package server-level permissions, or permissions for cross-

database access. However, this requires more space to discuss than is available in the Magazine, so I 

refer you to my article Packaging Permissions in Stored Procedures where I discuss this in detail, and I 

also offer an automation script, similar to GrantPermsToSP, to package server-level permissions. 
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Understanding NULL 
Overview: 

ULL is not a value, it only means that a value was not provided when the row was created. 

Special attention is required while dealing with NULLs in SQL Server. Few facts about NULL 

1. NULL is a nonexistent value 

2. NULL is not zero 

3. NULL is not an empty string 

4. A value cannot be equal to NULL 

5. No two NULL values are equal 
 

ANSI_NULLS: When SET ANSI_NULLS is ON (By default ON), a SELECT statement that uses 
WHERE name = NULL return zero rows even if there are null values in the name column. A SELECT 
statement that uses WHERE name <> NULL returns zero rows even if there are non-null values in the 
name column. For more information, visit https://msdn.microsoft.com/en-IN/library/ms188048.aspx 

Scenario 
In this exercise, we will learn the concept of NULL 

Tasks Detailed Steps 

 
Launch SQL Server 
Management Studio 

 

1. Click Start | All Programs | SQL Server 2014 | SQL Server 
Management Studio 

2. In the Connect to Server dialog box, click Connect   
 

 
Open 
1_Understading_NULL.
sql 
 

 

1. Click File | Open | File or press (Ctrl + O) 
2. In Open File dialogue box, navigate to Working With NULL in 

SQL Server\Scripts folder 
3. Select 1_Understading_NULL.sql and click Open 

 

N 

Working with NULLs 
in SQL Server 

SQLMaestros Hands-On-Labs |     @SQLMaestros 

https://msdn.microsoft.com/en-IN/library/ms188048.aspx
https://sqlmaestros.com/hands-on-labs/
https://twitter.com/SQLMaestros
https://twitter.com/SQLMaestros
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Execute select 
statement(s) 

 
Execute the following statement(s) to view the table structure of 
Production.Product which contains null values  
 
--Step 1: Execute the following statement(s) 
USE AdventureWorks2014 
GO 
SET NOCOUNT ON  
GO 
SELECT ProductID, Name, Color, class, Size, 
SizeUnitMeasureCode  
FROM Production.Product 
ORDER BY ProductID ASC 

 

 
 

Note: The above image is a trimmed snapshot of the original result set, 
the actual result set contains 504 records. 
 
Explanation:  The above SELECT statement retrieves the ProductID, 
Name, Color, Class, Size and SizeUnitMeasureCode columns from 
Production.Product table. From the above image, observe that NULL is 
present in Class, Size and SizeUnitMeasureCode columns.  
 
 
 
 

 
Comparing NULL using 
comparison operators 

 
Execute the following statement(s) to compare NULL using comparison 
operators 
 
--Step 2: Execute the following statement(s) 
SELECT ProductID, Name, Color, class, Size, 
SizeUnitMeasureCode  
FROM Production.Product 
WHERE class = NULL AND ProductID BETWEEN 700 AND 1000 
ORDER BY ProductID ASC 
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Explanation: The above query selects ProductID, Name, Color, Class, 
Size and SizeUnitMeasureCode columns based on the condition where 
Class value is NULL. However, because the database engine cannot 
compare nothing to nothing, it will not return these rows and will instead 
provide us with an empty result set as shown in the output. 
 
Note: When ANSI_NULL is ON, the NULL values aren’t retrieved by using 
operators (=, <>), the values can be retrieved when the ANSI_NULL is OFF 
but in the upcoming versions, the ANSI_NULL cannot be set to OFF 
explicitly. It would be set to ON by default.  

 
--Step 3: Execute the following statement(s) 
SELECT ProductID, Name, Color, class, Size, 
SizeUnitMeasureCode  
FROM Production.Product 
WHERE class <> NULL AND ProductID BETWEEN 700 AND 1000 
ORDER BY ProductID ASC 
 

 
 
Explanation: The above query selects ProductID, Name, Color, Class, 
Size and SizeUnitMeasureCode columns based on the condition where 
Class value is not NULL. As the database engine cannot compare real 
values to nothing, it will not return the rows instead provides us with an 
empty result set as shown in the output.  
 
Note: When ANSI_NULL is ON, the values aren’t retrieved by using 
operators (=, <>), the values can be retrieved when the ANSI_NULL is OFF 
but in the upcoming versions, the ANSI_NULL cannot be set to OFF 
explicitly. It would be set to ON by default. 

 
Comparing NULL using 
IS NULL operator 

 
Execute the following statement(s) to compare NULL using IS NULL 
operator 
 
--Step 4: Execute the following statement(s) 
SELECT ProductID, Name, Color, class, Size, 
SizeUnitMeasureCode  
FROM Production.Product 
WHERE class IS NULL AND ProductID BETWEEN 700 AND 1000 
ORDER BY ProductID ASC 

 

 
 
Explanation: The above SELECT statement uses IS NULL operator to 
retrieve records whose Class column value is NULL. Earlier the same 
SELECT statement which used ‘=’ operator (step 2) instead of IS NULL 
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operator returns empty result set. From the output it is evident that IS 
NULL operator retrieves the records for the class column for the value 
NULL. 
 
Note: Do not confuse IS NULL operator with ISNULL function. We will 
discuss about ISNULL function later in this lab. The above image is a 
trimmed snapshot of original result set. The original result set contains 
66 records. 
 

 
Comparing NULL using 
IS NOT NULL operator 

 

Execute the following statement(s) to compare NULL using IS NOT NULL 
operator 
 
 
--Step 5: Execute the following statement(s) 
SELECT ProductID, Name, Color, class, Size, 
SizeUnitMeasureCode  
FROM Production.Product 
WHERE class IS NOT NULL AND ProductID BETWEEN 700 AND 1000 
ORDER BY ProductID ASC 

 

 
 
Note: The above image is a trimmed snapshot of the original result set. 
The original result set contains 288 records. 
 
Explanation: The above SELECT statement uses IS NOT NULL operator to 
retrieve records whose class column value is not NULL. Earlier the same 
SELECT statement which used ‘<>’ operator (step 3) instead of IS NOT 
NULL operator returns empty result set. From the output it is evident 
that IS NOT NULL operator retrieves the records for the class column 
values which are not NULL. 
 

 
Additional Example 

 

Execute the following statement(s) to find the persons who don’t have 
Title and MiddleName from Person.Person table whose 
BusinessEntityID is between 100 and 200 
 
--Additional Example 
SELECT Title, FirstName, MiddleName, LastName  
FROM Person.Person 
WHERE Title IS NULL AND MiddleName IS NULL AND 
BusinessEntityID BETWEEN 100 AND 200 
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Observation: The above image shows that the above SELECT query 
retrieves the person details who do not have Title and MiddleName from 
the Person.Person table. 
 

 
Close all the query 
windows 
 

 

Close all the query windows ( ) and if SSMS asks to save changes, 
click NO 

 

Aggregating, Joining, and Sorting NULLs 
Scenario 
In this exercise, we will learn about the behavior of Aggregate functions, sorting and Joins in the 

presence of NULL 

Tasks Detailed Steps 

 
Open 
2_Aggregating_Joining 
_Sorting_NULLs.sql 

 

1. Click File | Open | File or press (Ctrl + O) 
2. In Open File dialogue box, navigate to Working With NULL 

in SQL Server\Scripts folder 

3. Select 2_Aggregating_Joining _Sorting_NULLs.sql and click 
Open 

 

 
Understanding 
behavior of aggregate 
functions in presence 
of NULL  

 
Execute the following Statement(s) to aggregate functions and NULL 
 
--Step 1: Execute the following statement(s) to view the 
table structure 
USE AdventureWorks2014 
GO 
SET NOCOUNT ON 
GO 
SELECT Name AS ProductName, Weight 
FROM Production.Product 
WHERE ProductID BETWEEN 815 AND 825 
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Explanation: The above SELECT statement retrieves Name and Weight 
columns from Production.Product table. From the output we can 
observe that NULL is present in Weight column. 
 
 
--Step 2: Execute the following statement(s) to count all 
records 
SELECT COUNT(*) AS CountOnAllColumns 
FROM Production.Product 
WHERE ProductID BETWEEN 815 AND 825; 
GO 
 

 
 
Explanation: The SELECT statement retrieves the total number of records 
present in the Production.Product table based on the condition where 
ProductID between 815 and 825. Output is 11 because COUNT (*) cannot 
eliminate NULL while counting. 
 
--Step 3: Execute the following statement(s) to count non 
null records  
SELECT COUNT(weight) AS CountOnSingleColumn 
FROM Production.Product 
WHERE ProductID BETWEEN 815 AND 825; 
GO 

 

 
 
Explanation: The SELECT statement retrieves the total number of records 
present in the Weight column of Production.Product table based on the 
condition where ProductID between 815 and 825. Output is 4 because 
COUNT (Weight) can eliminate NULL while counting. 
 
--Step 4: Execute the following statement(s) to apply 
aggregate function SUM when NULLs are present 
SELECT  SUM(Weight)/COUNT(*) AS AvgWeight 
FROM Production.Product 
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WHERE ProductID BETWEEN 815 AND 825; 
 

 
 

Explanation: The above query retrieves the Average Weight where 
ProductID between 815 and 825. Output is 218.380000 because, COUNT 
(*) cannot eliminate NULL while counting. In the next step we will see, 
how to calculate the average weight accurately. 
 
--Step 5: Execute the following statement(s) to apply 
aggregate function SUM not considering the NULLs 
SELECT SUM(Weight)/COUNT(weight) AS AverageWeight 
FROM Production.Product 
WHERE ProductID BETWEEN 815 AND 825; 
 

 
 
Explanation: The above query retrieves the AverageWeight where 
ProductID is between 815 and 825. Output is 600.545000 because 
COUNT (Weight) can eliminate NULL in the column while counting. The 
other way to calculate the average value by eliminating NULL is explained 
in the next step. 
 
 
--Step 6: Execute the following statement(s) to apply 
aggregate function AVG while NULLs are present 
SELECT AVG(Weight) AS AverageWeight 
FROM Production.Product 
WHERE ProductID BETWEEN 815 AND 825; 

 

 
 
Explanation: The above SELECT query retrieves the actual average 
value, as AVG () function has the ability to eliminate NULL. 
 

 
Understanding the 
behavior of joins in the 
presence of NULL  

 
Execute the following statement(s) in the Begin Setup section to create 
demo tables 
 
--------------- 
 --BEGIN SETUP 
--------------- 
CREATE TABLE Table1 (id int, name nvarchar(50) ) 
GO 
CREATE TABLE Table2 (id int, MobileNo Bigint, city 
varchar(20)) 
GO 
INSERT INTO Table1 VALUES (1,'Ken') 
INSERT INTO Table1 VALUES (2,'Dylan') 
INSERT INTO Table1 VALUES (3,'Diane') 
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INSERT INTO Table1 VALUES (4,'Michael') 
GO 
INSERT INTO Table2 VALUES (1,697-555-0142,'Bothell') 
INSERT INTO Table2 VALUES (2,819-555-0175,'Paris') 
INSERT INTO Table2(MobileNo,city) VALUES (212-555-
0187,'Hannover') 
INSERT INTO Table2 VALUES (4,963258741,'Santa Monica') 
GO   
--------------- 
 --END SETUP 
--------------- 
 
 
 
 
--Step 7: Execute the following statement(s) to view the 
structure of the Table1 table & Table2 table 
SELECT * FROM Table1 
GO 
SELECT * FROM Table2 
GO 
 

 
 
Explanation: JOIN the two tables based on the id column. Observe that 
the id column in Table2 has a NULL. 
 
--Step 8: Execute the following statement(s) to apply 
INNER JOIN on Table1 table and Table2 table 
SELECT T1.id,name,MobileNo,city 
FROM Table1 AS T1 INNER JOIN Table2 AS T2  
ON T1.id=T2.id 

 

 
 
 Explanation: The above SELECT query performs INNER JOIN operation 
based on the Id columns present in both the tables. Id value of 3 is 
eliminated from the result set, because INNER JOIN cannot compare a 
value in the id column with NULL. 
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Execute the following to cleanup 
 
----------------- 
 --BEGIN CLEANUP 
----------------- 
DROP TABLE Table1 
GO 
DROP TABLE Table2 
GO 
--------------- 
 --END CLEANUP 
---------------- 

 

 
Understanding the 
behavior of order by in 
presence of  NULLs 

 
Execute the following statements(s) 
 
--Step 9: Execute the following statement(s) to sort the 
values in ascending order using ORDER BY 
USE AdventureWorks2014 
GO 
 
SET NOCOUNT ON 
GO 
SELECT Name, color 
FROM Production.Product 
ORDER BY color ASC 
 

 
 
 
Explanation: The above query retrieves Name and Color columns from 
the Production.Product table and sorts the data of color column in 
ascending order. Observe that any NULLs present in the columns are at 
the top and the remaining data is sorted in ascending order. 
Note: The above image is a trimmed snapshot of actual result set. The 
original result set contains 504 records. 
 
--Step 10: Execute the following statement(s) to sort the 
values in descending order using ORDER BY 
SELECT Name, color 
FROM Production.Product  
ORDER BY color DESC 
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Explanation: The above query retrieves Name and Color columns from 
the Production.Product table and sorts the data of color column in 
descending order. Observe that any NULLs present in the column is 
grouped together and placed at the bottom after sorting the data in 
descending order. 
 
Note: The above image is the trimmed snapshot of actual result set. 
The original result set contains 504 records. 
 

 
Close all the query 
windows 

 

Close all the query windows ( ) and if SSMS asks to save changes, 
click NO 

NULL Functions 

Scenario 
In this exercise, we will learn about functions which are helpful while replacing NULL 

Tasks Detailed Steps 

 
Open 
3_NULL_functions.sql 
 

 

1. Click File | Open | File or press (Ctrl + O) 
2. In Open File dialogue box, navigate to Working with 

NULL in SQL Server\Scripts folder 

3. Select 3_NULL_functions.sql and click Open 
 

 
Execute a statement(s) 

 
Execute the following statement(s) 
 
--Step 1: Execute the following statement(s) 
SELECT * INTO dbo.Product 
FROM Production.Product 
GO 
SELECT NAME, Color 
FROM dbo.Product 
GO 
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Explanation: The first SELECT query inserts all the rows from 
Production.Product table to dbo.Product table. The second SELECT query 
retrieves Name and Color columns from the dbo.Product table. Observe 
that, Color column has a NULL value. 
 
Note: The above image is a trimmed snapshot of original result set. The 
original result set contains 504 rows. 

 
Execute The 
statement(s) 

 
Execute the following statement(s) to replace the NULL in Color column 
with ‘No Color’ value using ISNULL function 
 
--Step 2: Execute the following statement(s) 
SELECT NAME, Color, ISNULL(color, 'No Color') AS 
ReplaceNULL 
FROM dbo.Product 
GO 
 

 
 

Note: ISNULL function use to return an alternative value when an 
expression is NULL. Syntax for ISNULL is  
 
ISNULL ( check_expression , replacement_value ) 

 

Check_ expression: Expression to be checked for NULL 
Replacement_value: expression to be returned if check_expression is 
NULL 
 
For more information on ISNULL function, visit 
https://msdn.microsoft.com/en-IN/library/ms184325.aspx 
 

https://msdn.microsoft.com/en-IN/library/ms184325.aspx
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Execute a statement(s) 

 
Execute the following statement(s) replace the NULL in Color column 
with ‘No Color’ value using COALESCE function 
 
--Step 3: Execute the following statement(s) 
SELECT NAME, Color, COALESCE(color, 'No Color') AS 
ReplaceNULL 
FROM dbo.Product 
GO 
 

 
 

Note: COALESCE function used to return the first non-null value in the 
given arguments. Syntax for COALESCE function is  
 
COALESCE ( expression [ ,...n ] )  

 

The main difference between ISNULL and COALESCE is, ISNULL takes only 
2 parameters whereas COALESCE takes a variable number of parameters. 
For more information, visit https://msdn.microsoft.com/en-
us/library/ms190349.aspx 
 

 
Additional Example 

 
Execute the following statement(s) to find person details residing in a 
particular city 
 
--Step 4: Execute the following statement(s) to find person 
details residing in a particular city 
 
DECLARE @city VARCHAR(20) = 'Bothell' 
 ,@Postalcode NVARCHAR(25) = NULL 
SELECT P.firstname, P.lastname 
FROM Person.Person P 
 
 
INNER JOIN Person.[Address] a ON P.businessentityid = 
a.AddressID 
WHERE a.City = COALESCE(@city, a.City) 
 AND a.postalcode = COALESCE(@postalcode, 
a.postalcode) 
 

https://msdn.microsoft.com/en-us/library/ms190349.aspx
https://msdn.microsoft.com/en-us/library/ms190349.aspx
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Explanation: COALESCE function returns first non-NULL value. The 
variable @City is set to ‘Bothell’, it is not NULL. The first COALESCE 
function takes up this argument instead of the City column from 
Person.Address table. The variable @PostalCode is set to NULL, the 
second COALESCE does not take up this value as this is NULL, instead 
returns the data based on the PostalCode column in Person.Address 
table. 
 
Note: The above image is a trimmed snapshot of original result set. The 
actual result set contains 23 records. 
 

 
Close all the query 
windows 

 

Close all the query windows ( ) and if SSMS asks to save changes, click 
NO 

 

Summary 
In this article, we have learned: 

• The concept of NULL 

• How to compare NULL using IS NULL and IS NOT NULL operators 

• Aggregate functions in the presence of NULL 

• JOINs in the presence of NULL 

• Sorting order in the presence of NULL 

• How to replace NULL using ISNULL and COALESCE functions 
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